Department of Energy
Washington, DC 20585

March 26, 2010
TO: PROSPECTIVE OFFERORS

SUBJECT: Request for Quotation (RFQ) Number DE-SOL-0001354 under the
following GSA Federal Supply Schedule: IT Schedule 70 - GENERAL
PURPOSE COMMERCIAL INFORMATION TECHNOLOGY EQUIPMENT,
SOFTWARE, AND SERVICES, Special Item Number 132-51;
Information Technology Professional Services; 132-8 Purchase of
Equipment; 132-12 Maintenance, Repair Service and Repair
Parts/Spare Parts; 132-33 Perpetual Software License; 132-34
Software Maintenance

General Information

The Office of Environmental Management, within the Department of Energy (DOE)
has a requirement for information technology services to include ancillary software
and hardware items to support the EM mission of accelerated risk reduction and
cleanup/closure. Specifically, the services include planning and implementation of
EM'S e-Gov, Information Management strategic planning, capital planning and
investment control, enterprise architecture initiatives; ongoing mission systems
support; security and information assurance; EM web and portal support application
development for EM mission information systems; operating the Consolidated
Business Center in Cincinnati; and other business services as required by EM
Headquarters and field sites. Award will be made in accordance with GSA's IT
Schedule 70 - General Purpose Commercial Information Technology Equipment,
Software and Services, Special Item Number 132-51; Information Technology
Professional Services; 132-8 Purchase of Equipment; 132-12 Maintenance, Repair
Service and Repair Parts/Spare Parts; 132-33 Perpetual Software License; 132-34
Software Maintenance. Accordingly, DOE will review and evaluate propasals from
the GSA IT Schedule vendors and select one contractor that it determines will
provide the best value to the Government, The incumbent contractor performing
these services is e-Management, Inc. under DOE Task Order DE-ATO1-04EW33000.

Attached is a copy of the proposed Statement of Work (Attachment A), Position
Descriptions (Attachment B), Quality Assurance Surveillance Plan {Attachment C),
Reporting Requirements Checklist (Attachment D), Security Clearance Matrix
(Attachment 1), Past Performance Information Sheet (Attachment 2), and Estimated
Direct Productive Labor Hours (DPLH) (Attachment 3). The period of performance
will be for a 24-month base period and three 12-month option periods (including a
30 day transition period). A 30 day transition period task assignment will be issued
upon award of the Task Order with full performance task assignments being issued
thereafter. The award under the IT Schedule will be subject to the terms and
conditions of that contract plus the Terms and Conditions attached to this RFQ letter.

This RFQ does not commit the Government to pay any cost for the preparation and
submission of offers. Further, the Contracting Officer is the only individual who can




legally commit the Government to the expenditure of funds in connection with this
proposed acquisition.

Proposals

Proposals must offer to provide complete performance for all requirements for the-
24-month base period and three 12-month option periods (including the 30 day
transition period). Proposals for Jess than the total requirement will be rejected.
Proposals should provide a minimum offer acceptance period of 60 days after the
required date for receipt of proposals.

The Government intends to evaluate proposals and award a Task Order without
discussions. Therefore, each offer should contain the offeror’s best terms relative to
technical approach and price. However, the Government reserves the right to
conduct discussions if later determined by the Contracting Officer to be necessary.

The DOE Office of Headquarters Procurement Services (MA-64) employs a secure,
web-enabled acquisition and financial assistance system, which is known as the
Strategic Integrated Procurement Enterprise System (STRIPES). Since April 14,
2008, this system has become the primary method for the Headquarters Office to
conduct competitive acquisition and financial assistance transactions.

In order to use STRIPES, all current and potential acquisition and financial assistance
awardees much be registered with Compusearch's FedConnect portal, which is
located at https://www.fedconnect.net. To get more information about STRIPES and
to register your company, within your Internet browser, go to
https://www.fedconnect.net. To view the solicitation, click on “Search Public
Opportunities” and search for the RFQ using RFQ Number DE-SOL-0001354. Please
bookmark this page and check it frequently for updates to this RFQ. Instructions on
how to submit your proposal electronically can be found in the help document, which
is located under the “Have questions” link on the FedConnect page.

Prospective offerors are responsible for regularly checking the FedConnect
website. Updates, additional information, and changes or amendments to
the RFQ will only be posted at the FedConnect website. No other
notification witl be made.

When you have received the RFQ from FedConnect, please acknowledge
receipt of the RFQ in FedConnect and send a confirming e-mail to Contract
Specialist, Mr. Butler, at lawrence.butler@hq.doe.gov.

Questions regarding this requirement must be submitted NO LATER THAN 10:00
A.M. ON April 8, 2010 to FedConnect and the DOE Contract Specialist’s email
address listed below. Questions received after the due date or transmitted by any
other method will not be answered. The Government’s responses to the guestions
will be released on April 15, 2010, There will be no pre-proposal conference.

Firms are required to submit an Offer and Other Documents Proposal (Volume I},
Technica! Proposal (Volume II) and a Price Proposal (Volume III) based on the

company’s GSA IT Schedute 70 rates. A copy of the GSA Federal Supply
Schedule Contract (for the prime and any proposed teaming partners)

including all modifications shall also be submitted.




Proposals must be received through FedConnect NO LATER THAN 10:00 A.M. ON
April 26, 2010.

A time-and-materials, labor hour, type Task Order will be awarded for the 24-month
base period and three 12-month option periods (including the 30 day transition
period) to the offeror determined to provide the best value to the Government., The
Government reserves the right to negotiate and award the type of Task COrder that is
determined to be most appropriate. No debriefings will be offered.

The award process under the GSA IT Schedule is intended to be streamlined and the
evaluation of the pricing simplified. The prime contractor/team lead is required to
provide accurate and verifiablg pricing information for itself and any proposed
teaming partners or subcontractors/consultants with the price submission. If the
prime contractor/team lead fails to provide the required data, then the lead prime’s
proposal will not be responsive to the requirements of the RFQ and will be considered
not acceptable for award. :

Volume I - Offer and Other Documents (No page limit)
The Offer and Other Documents shall include the following documents:

(1) Organizational Conflict of Interest (OCI) Disclosure Representation shall be
submitted in accordance with DEAR 952.209-8.

Additionally, offerors are required to provide the following information for OCI
as Part of the Volume I submission:

1. Name of Company, Address, Telephone Number and Taxpayer ID
2. Description of Services to be provided.

3. A statement of any past, present or current planned financial, contractual,
organization or other interests relating to the attached statement of work
within the past twelve (12) months.

4. A statement that no actual or potential conflict of interest or unfair
competitive advantage exists.

5. If an actual or potential conflict of interest or unfair competitive advantage
may exist provide your mitigation plan.

OCI clearances for all teaming partners are the sole responsibility of the
prime contractor/team lead.

{(2) Facility Clearance and FOCI Responsibility Statement

In accordance with the National Industrial Security Program Operating Manual
(NISPOM), Chapter 2, Security Clearances, "A facility clearance (FCL) Is an
administrative determination that a facility is eligible for access to classified
information or award of a classified contract. Alsg, in accordance with DEAR
952.204-73, Facility Clearance (May 2002), a Facility Clearance and FOCI
approval is required since contractor employees will be required to have




(3)

access authorizations to allow them to access classified matter at other
Department of Energy (DOE) approved facilities.

Offerors (including teaming partners and subcontractors) shall demonstrate
and provide evidence that it currently possesses either a Department of
Defense (DOD), DOE, Nuclear Regulatory Commission (NRC) or a Central
Intelligence Agency (CIA) FCL. If the offeror does possess a FCL granted by
DOD, DOE, NRC or CIA, do not resubmit a FOCI package, unless specifically
requested to do so. Instead, provide the offeror’s DOE or NRC Faclility
Clearance Code or DOD assigned commercial and government entity (CAGE)
code. If uncertain, consult the office which issued this RFQ or review the
information found at: htip:\\www.dss.mil\isec\nispom.htm.

If the offeror (including teaming partners and subcontractors) does not
possess an FCL granted by DOD, NRC, CIA or DOE, the offeror must clearly
demonstrate its ability to obtain this requirement in accordance with DOE
Order 470.1 (9-28-95), Chapter V, and particularly the explicit requirement
for granting approval stated on pp. V-3 to V-8. Offerors are required to
complete electronicaily a FOCI Certification before the closing date of the RFQ
at the following website: https://foci.td.anl.gov.

Offerors are advised that the FCL requirements stated herein will be a matter
of Contractor Responsibility pursuant to FAR 9.1, and most importantly FAR
9.104-1(e); FAR 9.104-1(f); FAR 9.104-1(g); and FAR 9.104-3(a).

Failure to comply with this requirement will result in a Determination and
Finding of Nonresponsibility by the Contracting Officer resulting in exclusion of
the offeror from award. OFFERORS ARE URGED TCO COMPLY WITH THE
FACILIITY CLEARANCE REQUIREMENT STATED HEREIN. The Government
does not intend to hold discussions to clarify uncertainties, ambiguities,
omissions, or disregard (whether intentional or inadvertent) of the FCL
requirement.

An executed copy of any proposed Contractor Teaming Arrangement
Agreements.

Volume II - Technical Proposal (maximum page limit is 40 pages, excluding
resumes for Key Personnel)

Qualification Criteria for Personnel

The following Key and non-key personnel must possess a DOE *Q” clearance at the
time of award to meet EM’s security requirements:

Senior System Analyst (1 FTE)

System Analyst (1 FTE)

Senior System Security Analyst (2 FTE's)
System Security Analyst (3 FTE's)
Project Manager (1 FTE)

Program Manager {1 FTE)

Engineer (1 FTE)

Enterprise Integration Specialist (1 FTE)
Penetration Tester (1 FTE)




All proposed Personne! will be evaluated on this Qualification Criteria on a pass or fail
basis. Offerors who do not meet this Qualification Criteria may be eliminated from
further consideration.

The offeror shall complete the attached Security Clearance Matrix (See
Attachment 1) for all proposed personnel having security clearances.

Source Selection Methodology

Selection of an offeror to perform the work will be based on a “best value” selection.
The evaluation and selection will be based on the following criteria, listed in.
descending order of importance: Technical Approach, Personnel Qualifications, and
Past Performance. The technical factors collectively are more important than price.
The cost/price proposal will not be point scored and there is no page limitation for
the cost information.

Technical Approach -The offeror's technical approach will be evaluated for its
demonstrated capability and knowledge to accomplish the scope of the Statement of
Work. - The offeror's demonstrated knowledge of documents, data, and other
information essential to performing the work will be evaluated. The offeror shall
submit a transition plan detailing its approach to transition within 30 days after Task
Order award from the existing incumbent contractor to the successful offeror. The
transition plan shall demonstrate that the offeror has sufficient resources to.
accomplish the transition and shall list the personnel to be assigned to this task.

personnel Qualifications - Key personnel are only those individuals considered crucial
to successful performance. Resumes shall be submitted for Key Personnel only
(page limit is 2 pages per resume). Resumes are not inciuded in the maximum page
limit. Key personnel will be specifically evaluated on educational background,
professional experience, qualifications, and demonstrated capabilities in performing
at a high level of achievement in the type of work defined in the Statement of Work.
The Key Personnel are identified below:

Sr. System Analyst (4 FTE's)

Project Manager (2 FTE's)

Program Manager (1 FTE)

Web Content Manager (1 FTE)

Enterprise Architect - Meta-Modef (1 FTE}
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Non-Key Personne! will be evaluated on the offerot’s demonstrated ability to provide
sufficient qualified individuals to complete the assigned tasks. The offeror’s ability to
manage personnel to support the Statement of Work is necessary, such as its
approach to reassignment to tasks, plans for recruitment, and arrangements with
teaming partners (if proposed), will be evaluated.

Past Performance

The offeror (including all teaming partners/subcontractors) shall submit past
performance information on three (3) similar projects using the format provided in
Attachment 2, for items 1 through 7. The offeror shall provide its past performance
information, within the last three (3) years, sufficient to determine the offeror’s
ability to perform the proposed scope of work, and indicate whether the offeror was




the prime contractor or a teaming partner/subcontractor. Information should be
limited to relevant contracts/projects of similar nature, scope and complexity, as
described in the attached Statement of Work. DOE may consider past performance
reference information from sources beyond what the offeror submits. The submission
shail include:

« Contract number and customer names (technical and contracting points of
contact) including telephone numbers and e-mail addresses;

» Contract Scope — a brief description of the work performed; and
» Complexity — a description of the programs and activities supported.

The offeror’s Past Performance will be evaluated based upon the offeror’s _
demonstrated knowledge and experience related to projects which are similar to the
proposed statement of work. More relevant and more recent Past Performance (3

years or less) wilt be evaluated more favorably than less recent or less relevant Past

Performance.

The past performance evaluation will be scored on a pass (satisfactory)/fail
(unsatisfactory) basis depending on whether the firm (and its GSA Schedule(s) team
member(s)/subcontractors) has (have) successfully performed similar work within
the last three years. Firms with no experience will neither be rated favorably nor
unfavorably, but will receive a neutral rating. DOE will complete Item 8 of the Past
performance Information {(Attachment 2) based on the information received from an
offeror's references. The offeror should contact its references to inform them that
DOE may contact them for a past performance reference check.

Volume I1I - Price Proposal (No page limit) (The price proposal instructions
apply to Prime Contractors, Team Leads, Subcontractors and Teaming
Arrangement Partners)

The proposed labor rates must be based on the contractor’s IT Schedule, distributed
by GSA IT labor categories, hours, rates, including discounts where offered. The
proposed labor categories and hours shall comport with the technical proposal. If
the proposed labor categories and hours do not comport with the technical proposal,
the offeror will not be considered for award. Each contractor is strongly encouraged
to offer discounts on all labor categories. The pricing proposal shall be based on an
award date of June 30, 2010, All offerors are required to propose extended pricing
data for each year including labor category, proposed number of Direct Productive
Labor HMours (DPLH), hourly rate of labor categories, and total cost of each labor
category for a total proposed amount for each year. The pricing proposal shall be
submitted in Microsoft Excel format.

If you propose consumables and other direct costs such as supplies please ensure
your GSA/FSS Contract allows for such to be included in your effort. Federal Travel
Regulations (FTR) will apply should any travel be proposed and accepted. General
and Administrative costs may apply to other direct costs as approved by the
cognizant audit agency, provided your GSA/FSS contract allows for such inclusion.

The following assumptions should be reflected in the price proposal:




1. RFQ Attachment 3 indicates the estimated number of DPLH by labor
category for the five year period of performance.

2. Estimated travel costs in the amount of $320,000 per year shall be
proposed.

3. Other Direct costs in the amount of $2,000,000 per year shall be proposed.

Offerors are required to complete the fields marked with an * from the Task
Order Terms and Conditions with their pricing information and labor
categories and submit in Volume III of the proposal. This portion of the

proposal must be submitted in Microsoft Word document format.

Teaming Arrangements

Firms may propose a Contractor Team Arrangement {CTA) with contractors that are
on a GSA Federal Supply Schedule, if necessary, to offer a total solution in meeting

EM’s requirement.

Under a CTA, two or more GSA FSS Schedule contractors work together, by
complementing each other's capabilities, to provide the best solution in meeting the
requirement.

All proposed CTA’s must be specifically identified as such and the CTA document
must be submitted as part of your proposal in Volume I in response to the RFQ and
should clearly indicate that your firm is proposing a "Contractor Team Arrangement.”
The CTA should designate all team members, their corresponding GSA Scheduie
contract numbers, and clearly describe the tasks to be performed by each team
member, along with the associated proposed prices (e.g., labor categories, proposed
hours, and hourly rates and total cost per labor category). If applicable, the team
lead will also be identified, as should the individual team members responsible for
delivery of services. The Contractor Team Lead will be responsible for issuing work
assignments to the Teaming Partners in the performance of this Task Order. DOE
will not issue separate Task Assignments to each Teaming Partner. DOE should also
be able to verify that any proposed hourly rates do not exceed the prices awarded
under each team member's GSA Schedule contract. Additional information regarding
what elements to include in your CTA may be found at the following GSA Website:

http://www.asa.gov/Portal/gsa/ep/channelView.do?pageTypeld=171128&channelPage
=9%2Fep%2Fchannel®%2Fgsa0verview,jsp&channelld=-24733

All teaming partners are required to propose labor categories and rates
from their GSA Federal Supply Schedule contract.

Subcontractors/Consultants

Team members may still use subcontractors/consuitants as allowed by their GSA
Schedule contracts and as may be addressed in the CTA. Those
subcontractors/consultants, however, would not be considered members of the
"teamn," and the responsibility for the subcontractors/consultants would rest with the
applicable team member who employs them.

Subcontractors/Consultants are not required to have a GSA FSS Contract, The prime
must map its subcontractor’s/consultants direct labor categories to equivalent labor
categories under its {the prime’s) GSA schedule contract considering such factors as




education and experience. The prime shall use its labor categories, hourly rates, and
GSA FSS Contract's terms and conditions to govern subcontracting/consultant
arrangements. The prime’s subcontractor/consultant must perform areas of work for
which the prime is responsible and individuals performing work must meet all the
requirements of the Prime’s labor category under which they are assigned.

DOE Issuing Office

U.S. Department of Energy

Office of Headquarters Procurement Services
1000 Independence Avenue, S.W,
Washington, DC 20585

Contract Specialist: Lawrence Butler

E-mail address: lawrence.butler@hq.doe.gov

Other Information -

Ali expenses related to the submissi'on of this proposal and document preparation will
be the sole responsibility of the offeror. Late proposals shall be rejected, except see
FAR 52.215-1, '

Attachment A, Statement of Work, lists applicable documents that may be classified
and/or unclassified. Therefore, if the offeror needs to review these documents in

order to submit their proposal, please submit a request to the Contract Specialist via
email.

Sincerely,

Electronically Signed By

Irie W. Clarke
Contracting Officer
Office of Headquarters Procurement Services




Task Order Terms and Conditions

The following Task Order Terms and Conditions are in addition to the
referenced Federal Supply Schedule terms and conditions which apply.

NOTE: ITEMS MARKED WITH AN * DENOTE THAT THIS INFORMATION IS
REQUIRED TO BE FILLED IN BY THE OFFEROR AND SUBMITTED WITH THE
PROPOSAL, THIS PORTION OF THE PROPQOSAL MUST BE SUBMITTED IN
MICROSOFT WORD DOCUMENT FORMAT.

The Term “Contract” is interchangeable with “"Task Crder”.

1. Teaming Partners
A List of Teaming Partners is contained below {If Applicable):

Teaming Partners*

All work will be performed in accordance with the attached Statement of Work,
(Attachment A}, Position Descriptions (Attachment B), Quality Assurance
Surveillance Plan (Attachment C), and Reporting Requirements Checklist
(Attachment D); and pursuant to the Technical and Price Proposal dated ,
2009; and the following fully hurdened Labor Categories Rates and Other Direct
Costs.

2. DOE-B-1007 ~ Deliverable Requirements — Time and Material/Labor Hour

Base Year 1

Period of Performance
Base Year 1: 12 Months

Contractor* Labor Category* Hourly Rate*
List Teaming

Partners/

Subcontractors/

Consultants (If
Applicable)

TOTAL ANNUAL Travel Costs! $320,000

TOTAL ANNUAL Other Direct Costs: $2,000,000
TOTAL DPLH: 56,310

TOTAL CEILING FOR BASE YEAR 1: $_*

Base Year 2

Period of Performance

e A S e =

Base Year 2: 12 Months

Contractor* Labor Category* Hourly Rate*
List Teaming
Partners/




Subcontractors/
Consultants (If
Applicable)

TOTAL ANNUAL Travel Costs: $320,000 :
TOTAL ANNUAL Other Direct Costs: $2,000,00
TOTAL DPLH: 58,590

TOTAL CEILING FOR BASE YEAR 2: $_*

3. DOE-H-1020 Options o the Contract

(a) The Government may unilaterally exercise the option(s) in this contract by
written notice to the Contractor within the term of the contract; provided, that the
Government shall give the Contractor a preliminary written notice of its intent to
exercise at least 30 days before the contract expires. The preliminary notice does not
commit the Government to execute the option. :

(b) If the Government exercises an option, the contract shall be considered to
include this option provision.

(c) Should the Government exercise any option hereunder all contractual terms and
conditions shall remain in effect.

Option Period 1

Period of Performance

Herod o1 1 ==

Option Period 1: 1.2 Months

Contractor* Labor Category* Hourly Rate*
List Teaming

partners/

Subcontractors/

Consuitants (If

Applicable)

TOTAL ANNUAL Travel Costs: $320,000

TOTAL ANNUAL Other Direct Costs: $2,000,000
TOTAL DPLH: 58,590

TOTAL CEILING FOR OPTION PERIOD 1: $*

Option Period 2

period of Performance

Period ot F s e =

Option Period 2: 12 Months

Contractor* Labor Category*® Hourly Rate*
List Teaming

partners/

Subcontractors/

Consultants (If
Applicable)
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TOTAL ANNUAL Travel Costs: $320,000
TOTAL ANNUAL Other Direct Costis: $2,000,000
TOTAL DPLH: 58,590

TOTAL CEILING FOR OPTION PERIOD 2: $ *

Qption Period 3

Period of Performance
Option Period 3: 12 Months

Contractor* Labor Category* Hourly Rate*
List Teaming

Partners/

Subcontractors/

Consultants (If
Applicable)

TOTAL ANNUAL Travel Costs: $320,000
TOTAL ANNUAL Other Direct Costs: $2,000,000
TOTAL DPLH: 58,590

TOTAL CEILING FOR OPTION PERIOD 3: $.*

4. Funding

FUNDING: Funds in the amount of $ have been allotted for obligation and are
available to pay for DPLH and other direct items or services provided from

through the period estimated to end . The contractor will not exceed the

available funding under this clause. The DOE is not obligated to pay the contractor if
the contractor incurs cost in excess of the available funding.

The Government may unilaterally extend the term of this Task Order by written
notice to the contractor within the term of the Task Order. The duration of this Task
Order shall not exceed 60 months. Any funding that remains after the Task Order
period of performance are carried forward to the next Task Order period, but will be
reimbursed at the prevailing labor rate(s) for that period. Should the Government
exercise any option period hereunder the contractor shall provide the effort at the
fixed rate(s) and labor categories as outlined in the Task Order.

. Denotes information to be added by the Government upon award.

5. DEAR Clause 952,242-70 -~ Technical Direction (DEC 2000)

(a) Performance of the work under this contract shall be subject to the technical
direction of the DOE Contracting Officer's Representative (COR). The term "technical
direction” is defined to include, without limitation:

(1) Providing direction to the contractor that redirects contract effbrt, shift work
emphasis between work areas or tasks, require pursuit of certain lines of inquiry, fill
in details, or otherwise serve to accomplish the contractual Statement of Work.
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(2) Providing written information to the contractor that assists in interpreting
drawings, specifications, or technical portions of the work description.

(3) Reviewing and, where required by the contract, approving, technical reports,
drawings, specifications, and technical information to be delivered by the contractor
to the Government.

(b) The contractor will receive a copy of the written COR designation from the
contracting officer. It will specify the extent of the COR's authority to act on behalf of
the contracting officer.

(¢) Technical direction must be within the scope of work stated in the contract. The
COR does not have the authority to, and may not, issue any technical direction that:

{1) Constitutes an assignment of additional work outside the Statement of Work;
(2) Constitutes a change as defined in the contract clause entitled "Changes;"

(3) In any manner causes an increase or decrease in the total estimated contract
cost, the fee (if any), or the time required for contract performance;

(4) Changes any of the expressed terms, conditions or specifications of the contract;
or

{5) Interferes with the contractor's right to perform the terms and conditions of the
contract.

(dy All technical direction shall be issued in writing by the COR.

(e) The contractor must proceed promptly with the performance of technical
direction duly issued by the COR in the manner prescribed by this clause and within
its authority under the provisions of this clause. If, in the opinion of the contractor,
any instruction or direction by the COR falls within one of the categories defined in
(c)(1) through (c)(5) of this clause, the contractor must not proceed and must notify
the Contracting Officer in writing within five (5) working days after receipt of any
such instruction or direction and must request the Contracting Officer to modify the
contract accordingly. Upon receiving the notification from the contractor, the
Contracting Officer must:

(1) Advise the contractor in writing within thirty (30) days after receipt of the
contractor's letter that the technical direction is within the scope of the contract
effort and does not constitute a change under the Changes clause of the contract;

(2) Advise the contractor in writing within a reasonable time that the Government
will issue a written change order; or

(3) Advise the contractor in writing within a reasonable time not to proceed with the
instruction or direction of the COR.

(f) A failure of the contractor and Contracting Officer either to agree that the
technical direction is within the scope of the contract or to agree upon the contract
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action to be taken with respect to the technical direction will be subject to the
provisions of the clause entitled "Disputes.”

6. DOE-C-1003 Task Assignment Procedure

(a) Only the Contracting Officer may issue task assignments to the Contractor,
providing specific authorization or direction to perform work within the scope of the
contract and as specified in the schedule. The Contractor may incur costs under this
contract in performance of task assignments and task assignment modifications
issued in accordance with this clause. No other costs are authorized unless otherwise
specified in the contract or expressly authorized by the Contracting Officer.

(b) Prior to issuing @ task assignment, the Contracting Officer shall provide the
Contractor with the following data:

(1) A functional description of the work identifying the objectives or results
desired from the contemplated task assignment.

(2) Proposed performance standards to be used as criteria for determining
whether the work requirements have bean met. .

(3) A request for a task plan from the Contractor to include the technical
approach, period of performance, appropriate cost information, and any other
information required to determine the reasonableness of the Contractor's proposal.

(c) Within 10 calendar days after receipt of the Contracting Officer's request, the
Contractor shall submit a task plan conforming to the request.

(d) After review and any necessary discussions, the Contracting Officer may
issue a task assignment to the Contractor containing, as a minimum, the following:

(1) Date of the task assignment.

(2) Contract number and task assignment number.

(3) Functional description of the work identifying the objectives or results
desired from the task assignment, including special instructions or other information
necessary for performance of the task.

(4) Performance standards, and where appropriate, quality assurance
standards.

(5) Maximum dollar amount authorized {cost and fee or price). This includes
allocation of award fee among award fee periods, if applicable.

(6) Any other resources (trave!, materials, equipment, faciiities, etc.)
authorized.

(7) Delivery/performance schedule including start and end dates.

(8) If contract funding Is by individual task assignment, accounting and
appropriation data.

(e) The Contractor shall provide acknowledgment of receipt to the Contracting
Officer within 5 calendar days after receipt of the task assignment.

(f) If time constraints do not permit issuance of a fully defined task assignment
in accordance with the procedures described in paragraphs (&} through (d), a task
assignment which includes a ceiling price may be issued.

(g) The Contracting Officer may amend tasks in the same manner in which they
were issued.

(h) In the eventofa conflict between the requirements of the task assignment
and the Contractor's approved task plan, the task assignment shall prevail.

(i) Contractor shall submit monthly task assignment progress reports. As a
minimum, the reports shall contain the following information:

(1) Contract number, task assignment number, and date of the task
assignment.

(2) Task ceiling price.

(3) Cost and hours incurred to date for each issued task.

13




(4) Costs and hours estimated to complete each issued task.

(5) Significant issues/problems associated with a task. _

(6) Cost summary of the status of all tasks issued under the contract.
)] After the Contracting Officer issues a signed task assignment to the
Contractor, if any revision betomes necessary to the estimated cost or level of effort,
the Contractor shall promptly submit to the Contracting Officer a revised task plan '
with explanatory notes. Revised task plans submitted by the Contractor are subject
to the review of the Contracting Officer.

7. DOE-F-1002 Place of Performance ~ Services

The services specified by this Task Order shall be performed at the fallowing
locations: Department of Energy Headquarters in the Washington Metro DC area.

8. DOE-G-1007 Contracting Officer’s Representative

The Contracting Officer's Representative (COR) for the purposes of monitoring and
coordinating the technical requirements is TBD.

Specific duties and responsibilities of the COR are those delegated in the Contracting
Officer’'s Representative Deiegation for this contract.

9. DOE-H-1009 Position Qualifications

Contractor direct labor personnel assigned to the performance of this contract shall
satisfy as a minimum the applicable labor category qualifications, both education and
expetience, set forth in the "Position Descriptions” attachment set forth in
Attachment B, to this solicitation, except as the Contracting Officer may otherwise
authorize.

10. DEAR 952.215-70 Key Personnel (DEC 2000)

(a) The personnel listed below, if applicable are considered essential to the work
being performed under this contract. Before removing, replacing, or diverting any of
the listed or specified personnel, the Contractor must: (1) Notify the Contracting
Officer reasonably in advance; (2) submit justification {including proposed :
substitutions) in sufficlent detail to permit evaluation of the impact on this contract;
and (3) obtain the Contracting Officer's written approval. Notwithstanding the
foregoing, if the Contractor deems immediate removal or suspension of any member
of its management team is necessary to fUlfill its obligation to maintain satisfactory
standards of employee competency, conduct, and integrity under the clause at 48
CFR 970.5203-3, Contractor's Organization, the Coniractor may remove or suspend
such person at once, although the Contractor must notify Contracting Officer prior to
or concurrently with such action.

(b) The list of personnel may, with the consent of the contracting parties, be
amended from time to time during the course of the contract to add or delete
personnel.
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* INSERT LIST OF KEY PERSONNEL IF APPLICABLE

Name¥* Labor Category*

Sr. System Analyst

Project Manager

Program Manager

Web Content Manager

Enterprise Architect - Meta-Model

11. HQ-G-1001 Correspondence Procedures (NOV 2000)

To promote timely and effective administration, correspondence submitted under this
contract shall include the contract number and shall be subject to the following
procedures:

(a) Technical Correspondence., Technical correspondence (as used herein, this term
excludes technical correspondence where patent or technical data issues are involved
and correspondence which proposes or otherwise involves waivers, deviations, or
modifications to the requirements, terms, or conditions of this contract) shall be
addressed to the DOE Contracting Officer's Representative {(COR), with an
information copy of the correspondence to the DOE Contracting Officer (see below
paragraph (c) and to the cognizant Government Contract Administration Office (if
other than DOE) designated in Block 24 of the Contract Form (Solicitation, Offer, and
Award Standard Form 33) of this contract or if a Standard Form 26 is used
{Award/Contract) the Government Contract Administration Office designated in block
6 of this contract.

(b) Other Correspondence.

(1) If no Government Contract Administration Office is designated on the Contract
Form of this contract, all correspondence, other than technical correspondence, shall
be addressed to the DOE Contracting Officer, with information coples of the
correspondence to the DOE COR, and to the DOE Patent Counsel {where patent or
technical data issues are involved).

(2) If a Government Contract Administration Office is designated on the contract
form of this contract, all administrative correspondence, other than technical
correspondence, shall be addressed to the Government Contract Administration
Office so designated, with information copies of the correspondence to the DOE
Contracting Officer, DOE COR, and to the DOE Patent Counsel (where patent or
technical data issues are involved).

(c) The DOE Contract Specialist for the contract is located at the address in (d)
below and is as follows:

Contract Specialist: To Be Determined
Telephone Number: To Be Determined

The Contractor shall use the DOE Contract Specialist as the focal point for alt matters
regarding this contract except technical matters (see (a) above for definition of

technical matters).
(d) DOE Contracting Officer Address. The Contracting Officer address is as follows:
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Contracting Officer

ATTN: Division A-1 (MA-641.1)
U.S. Department of Energy
Headquarters Procurement Services
1000 Independence Avenue, S.W.
Washington, D.C. 20585-1615

(e) Technical Reports. Procedures for technical reports are described in an
attachment to the contract listed in the Reporting Requirements Checklist
(Attachment D).

12. DOE-G-1001 Billing Instructions ALT 2

Contractors will use Standard Form 1034 (Public Voucher for Purchases and Services
Other Than Personal) when requesting payment for supplies or services rendered,

Contractors must submit vouchers electronically through the Oak Ridge Financial
Service Center's (ORFSC) Vendor Inquiry Payment Electronic Reporting System
(VIPERS). VIPERS allows vendors to submit vouchers, attach supporting
documentation and check the payment status of any voucher submitted to the DOE.
To obtain access to and use VIPERS, please visit the web page at
http://ﬁnweb.oro.doe.gov/vipers.htm. Detajled instructions on how to enroll and use
the system are provided on the web page. The submission of vouchers electronically
will reduce correspondence and other causes for delay to a minimum and witl
facilitate prompt payment to the Contractor. Do not submit a paper copy of the
voucher.

(a) Each invoice submitted shall include the foliowing:

GSA Contract Number

Task Order Number

Contractor Name

Date of Invoice

Invoice Number

Amount of Invoice

period Covered

Items Delivered

Cumulative Amount Invoiced to Date

Labor Charges shall be accompanied by the following:

1. A listing of the hours expended during the invoice period and totais to date,
hroken down by labor categories/key individuals with the associated fixed
rates identified within this task order.

5. The invoice or voucher shall further segregate costs by Task Assignment,
identifying current and cumulative billings for each Task Assignment.

3. Invoices for Task Assignments which span two or more contract years shall be
segregated by the contract years involved, by both cost and DPLH.

4, ODC charges shall be accompanied by a detailed listing by Task Assignments
of all reimbursable other direct costs. :

5. All charges for other than the DPLH expended by the Prime Contractor shall
be accompanied by copies of the invoices for the related charges and
evidence of payment thereof.
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INVOICE APPROVING OFFICIAL: , Oor any
designated EM Invoice Approving Official.

13. GSA Federal Supply Sch_eduie #70 Contract Options

In the event that the Contractor's GSA FSS Schedule #70 contract under which this
task order was placed expires or is extended through the exercise of an option at any
time during the period of performance of this task order, the rates applicable tc work
performed after the expiration or option exercise shall be determined as follows: if
the GSA Federal Supply Schedule #70 confract is extended through an option, a
copy of the option exercise documentation including the rates for all labor categories
in the option period shall be provided to the DOE contracting officer. If the GSA
Federal Supply Schedule #70 contract is replaced with a different follow-on contract,
a copy of the new contract including the rates for all labor categories shall be
provided to the DOE contracting officer. The contracting officer may unilaterally
modify the rates chargeable under this task order to the rates determined by
applying the discount percentage (if applicable) to the option rates or follow-on
contract rates for each category. The contracting officer is not required by the
provision to take any action that increases the rates payable by DOE from those
included in the task order.

14. DEAR Clause 952.209-72 Organizational conflicts of interest (JUN 1997)

(a) Purpose. The purpose of this clause is to ensure that the contractor (1) is not
biased because of its financial, contractual, organizational, or other interests which
relate to the work under this contract, and (2) does not obtain any unfair competitive
advantage over other parties by virtue of its performance of this contract.

(b) Scope. The restrictions described herein shall apply to performance or
participation by the contractor and any of its affiliates or their successors in interest
(hereinafter collectively referred to as "contractor") in the activities covered by this
clause as a prime contractor, subcontractor, cosponsor, joint venturer, consultant, or
in any similar capacity. For the purpose of this clause, affiliation occurs when a
business concern is controlled by or has the power to control another or when a third
party has the power to control both.

(1) Use of Contractor's Work Product. (i) The contractor shall be ineligible to
participate in any capacity in Department contracts, suhcontracts, or proposals
therefore (solicited and unsolicited) which stem directly from the contractor's
performance of work under this contract for a period of three years after the
completion of this contract. Furthermore, unless so directed in writing by the
contracting officer, the Contractor shall not perform any advisory and assistance
services work under this contract on any of its products or services or the products
or services of another firm if the contractor is or has been substantially involved in
their development or marketing. Nothing in this subparagraph shali preclude the
contractor from competing for follow-on contracts for advisory and assistance
services.

(i) If, under this contract, the contractor prepares a complete or essentially
complete statement of work or specifications to be used in competitive acguisitions,
the contractor shall be ineligible to perform or participate in any capacity in any
contractual effort which is based on such statement of work or specifications. The
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contractor shall not incorporate its products or servites in such statement of work or
specifications unless so directed in writing by the contracting officer, in which case
the restriction in this subparagraph shall not apply.

(iii) Nothing in this paragraph shall preciude the contractor from offering or seliing its
standard and commercial items to the Government.

(2) Access to and use of information. (i) If the contractor, in the performance of this
contract, obtains access to information, such as Department plans, policies, reports,
studies, financial plans, internal data protected by the Privacy Act of 1974 (5 U.S.C.
552a), or data which has not been released or otherwise made available to the
public, the contractor agrees that without prior written approval of the contracting
officer it shall not:

(A) use such information for any private purpose unless the information has been
released or otherwise made available to the public;

(B) compete for work for the Department pased on such information for a period of
six (6) months after either the completion of this contract or untit such information is
released or otherwise made available 10 the public, whichever is first;

(C) submit an unsolicited proposal to the Government which is based on such
information until one year after such information is released or otherwise made
available to the public; and

(D) release such information unless such information has previously heen released or
otherwise made available to the public by the Department. :

(i) In addition, the contractor agrees that to the extent It recelves o is given access
to proprietary data, data protected by the Privacy Act of 1974 (5 U.S.C. 552a), or
other confidential or privileged technical, business, of financial information under this
contract, it shall treat such information in accordance with any restrictions imposed
on such information.

(iii) The contractor may use technica! data it first produces under this contract for its
private purposes consistent with paragraphs (BY(2)(D (A) and (D) of this clause and
the patent, rights in data, and security provisions of this contract.

{c) Disclosure after award. (1) The contractor agrees that, if changes, including
additions, to the facts disclosed by it prior to award of this contract, occur during the
performance of this contract, it shall make an immediate and full disclosure of such
changes in writing to the contracting officer. Such disclosure may include a
description of any action which the contractor has taken or proposes to take to
avoid, neutralize, or mitigate any resulting conflict of interest. The Department may,
however, terminate the contract for convenience if it deems such termination to be

in the best interest of the Government.

(2) In the event that the contractor was aware of facts required to he disciosed or
the existence of an actual or potential organizationai conflict of interest and did not
disciose such facts of such conflict of interest to the contracting officer, DOE may
rerminate this contract for default.

18




(d) Remedies. For breach of any of the above restrictions or for nondisclosure or
misrepresentation of any facts required to be disclosed concerning this contract,
including the existence of an actual or potential organizational conflict of interest at
the time of or after award, the Government may terminate the contract for default,
disqualify the contractor from subsequent related contractual efforts, and pursue
such other remedies as may be permitted by law or this contract. :

(e) Waiver. Requests for waiver under this clause shall be directed in writing to the
contracting officer and shall include a full description of the requested waiver and the
reasons in suppott thereof. If it is determined to be in the best interests of the
Government, the contracting officer may grant such a waiver in writing.

15. DEAR Clause 952.204-2 SECURITY (JUNE 2009)

(a) Responsibility. It is the Contractor's duty to protect all classified information,
special nuclear material, and other DOE property. The Contractor shall, in
accordance with DOE security regulations and requirements, be responsible for
protecting all classified information and all classified matter (including documents,
material and special nuclear material) which are in the Contractor's possession in
connection with the performance of work under this contract against sabotage,
espionage, loss or theft. Except as otherwise expressly provided in this contract, the
Contractor shall, upon completion or termination of this contract, transmit to DOE
any classified matter or special nuclear material in the possession of the Contractor
or any person under the Contractor's control in connection with performance of this
contract. If retention by the Contractor of any classified matter is required after the
completion or termination of the contract, the Contractor shall identify the items and
classification levels and categories of matter proposed for retention, the reasons for
the retention, and the proposed period of retention. If the retention is approved by
the Contracting Officer, the security provisions of the contract shall continue to be
applicable to the classified matter retained. Special nuclear material shall not be
retained after the completion or termination of the contract.

(b) Regulations. The Contractor agrees to comply with all security reguiations and
contract requirements of DOE in effect on the date of award.

(c) Definition of Classified Information. The term Classified Information means
information that is classified as Restricted Data or Formerly Restricted Data under
the Atomic Energy Act of 1954, or information determined to require protection
against unauthorized disclosure under Executive Order 12958, Classified National
Security Information, as amended, or prior executive orders, which is identified as
National Security Information.

(d) Definition of Restricted Data. The term Restricted Data means all data
concerning design, manufacture, or utitization of atomic weapons; production of
special nuclear material; or use of special nuclear material in the production of
energy, but excluding data declassified or removed from the Restricted Data
category pursuant to 42 U.S.C. 2162 [Section 142, as amended, of the Atomic
Energy Act of 1954].

(e) Definition of Formerly Restricted Data. The term "Formerty Restricted Data”
means information removed from the Restricted Data category based on a joint
determination by DOE or its predecessor agencies and the Department of Defense
that the information: (1) relates primarily to the military utilization of atomic
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weapons; and {2) can be adequately protected as National Security Information.
However, such information is subject to the same restrictions on transmissicn to
other countries or regional defense organizations that appty to Restricted Data.

(f) Definition of National Security Information. The term "National Security
Information™ means information that has been determined, pursuant to Executive
Order 12958, Classified National Security Information, as amended, or any
predecessor order, to require protection against unauthorized disclosure, and that is
marked to indicate its classified status when in documentary form.

(g) Definition of Special Nuclear Material. The term “special nuclear material”
means: (1) plutonium, uranium enriched in the isotope 233 or in the isotope 235,
and any other material which, pursuant to 42 U.S.C. 2071 [section 51 as amended,
of the Atomic Energy Act of 1954] has been determined to be special nuclear
material, but does not include source material; or (2) any material artificially
enriched by any of the foregoing, but does not include source material.

{h) Access authorizations of personnel. (1) The Contractor shall not permit any
individua! to have access to any classified information or special nuclear material,
except in accordance with the Atomic Energy Act of 1954, and the DOE's regulations
and contract requirements applicable to the particular level and category of classified
information or particular category of special nuclear material to which access Is
required.

(2) The Contractor must conduct a thorough review, as defined at 48 CFR 904.401,
of an uncleared applicant or uncleared employee, and must test the individuatl for
illegal drugs, prior to selecting the individual for a position requiring a DOE access
authorization.

(i) A review must: verify an uncleared applicant’s or uncleared employee’s
educational background, including any high school diploma obtained within the past
five years, and degrees or diplomas granted by an institution of higher learning;
contact listed employers for the last three years and listed personal references;
conduct local law enforcement checks when such checks are not prohibited by state
or local law or regulation and when the uncleared applicant or uncleared employee
resides in the jurisdiction where the Contractor is located; and conduct a credit check
and other checks as appropriate.

(i) Contractor reviews are not required for an applicant for DOE access
authorization who possesses a current access authorization from DOE or another
Federal agency, or whose access authorization may be reapproved without a federal
background investigation pursuant to Executive Order 12968, Access to Classified
information (August 4, 1995), Sections 3.3(c) and (d).

(i) 1In collecting and using this information to make a determination as to whether it
is appropriate to select an uncleared applicant or uncleared employee to a position
requiring an access authorization, the Contractor must comply with all applicable
jaws, regulations, and Executive Orders, including those: (a) governing the
processing and privacy of an individual’s information, such as the Fair Credit
Reporting Act, Americans with Disabilities Act (ADA), and Health Insurance
Portability and Accountability Act; and (b) prohibiting discrimination in employment,
such as under the ADA, Title VII and the Age Discrimination in Employment Act,
including with respect to pre- and post-offer of employment disability related
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questioning.

(iv) In additiontoa review, each candidate for a DOE access authorization must be
tested to demonstrate the absence of any illegal drug, as defined in 10 CFR Part
707.4. All positions requiring access authorizations are deemed testing designated
positions in accordance with 10 CFR Part 707. All employees possessing access
authorizations are subject to applicant, random or for cause testing for use of illegal
drugs. DOE will not process candidates for a DOE access authorization unless their
tests confirm the absence from their system of any illegal drug.

(v) When an uncleared applicant or uncleared employee receives an offer of
employment for a position that requires a DOE access authorization, the Contractor
shall not place that individual in such a position prior to the individual’s receipt of a
DOE access authorization, unless an approval has been obtained from the head of
the cognizant local security office. If the individual is hired and placed in the position
prior to receiving an access authorization, the uncleared employee may not be
afforded access to classified information or matter or special nuclear material (in
categories requiring access authorization) until an access authorization has been

granted.

(vi) The Contractor must furnish to the head of the cognizant local DOE Security
Office, in writing, the following information concerning each uncleared applicant or
uncieared employee who ig selected for a position requiring an access authorization:

A. The date(s) each Review was conducted;

B. Each entity that provided information concerning the individual;

C. A certification that the review was conducted in accordance with all applicable
laws, regulations, and Executive Orders, including those governing the processing
and privacy of an individual’s information collected during the review;

D. A certification that all information collected during the review was reviewed and
evaluated in accordance with the Contractor's personnei policies; and

£. The results of the test for illegal drugs.

(i) Criminal liability. Itis understood that disclosure of any classified information
relating to the work or services ordered hereunder to any person not entitled to
receive it, or failure to protect any classified information, special nuclear material, or
other Government property that may come to the Contractor or any person under
the Contractor's control in connection with work under this contract, may subject the
Contractor, its agents, empioyees, or Subconiractors to criminal liability under the
laws of the United States (see the Atomic Energy Act of 1954, 47 U.8.C. 2011 et
seq.; 18 U.S.C. 793 and 794).

(j) Foreign ownership, Control, or Influence. (1) The Contractor shall immediately
provide the cognizant security office written notice of any change in the extent and
nature of foreign ownership, control or influence over the Contractor which would
affect any answer to the guestions presented in the Standard Form (SF) 328,
Certificate Pertaining to Foreign Interests, executed prior to award of this contract.
In addition, any notice of changes in ownership or control which are required to be
reported fo the securities and Exchange Commission, the Federal Trade Commission,
or the Department of Justice, shall also be furnished concurrently to the Contracting
Officer.
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(2) Ifa Contractor has changes involving foreign ownership, control, of influence,
DOE must determine whether the changes will pose an undue risk to the common
defense and security. 1n making this determination, DOE will consider proposals
made by the Contractor to avoid or mitigate foreign influences.

(3) If the cognizant security office at any time determines that the Contractor is, of
is potentially, subject to foreign ownership, control, or influence, the Contractor shall
comply with such instructions as the Contracting Officer shall provide in writing to
protect any classified information or special nuclear material.

(4) The Ccontracting Officer may terminate this contract for default either if the
Contractor fails to meet obligations imposed by this clause or if the Contractor
creates a foreign ownership, control, or influence situation in order to avold
performance or @ termination for default. The Contracting Officer may terminate this
contract for convenience if the Conftractor becomes subject to foreign ownership,
control, or influence and for reasons other than avoidance of performance of the
contract, cannot, or chooses not to, avoid or mitigate the foreign ownership, control,
or influence problem.

(k) Employment announcements. When placing announcements seeking applicants
for positions requiring access authorizations, the Contractor shall include in the
written vacancy announcement, a notification to prospective applicants that reviews,
and tests for the absence of any illegal drug as defined in 10 CFR 707.4, will be
conducted by the employer and a packground investigation by the Federal
government may be required to obtain an access authorization prior to employment,
and that subsequent reinvestigations may be required. If the position is covered by
the Counterintelligence Evaluation Program regulations at 10 CFR 709, the
announcement should also alert applicants that successful completion of a
counterintelligence evaluation may include a counterinteliigence-scope polygraph
examination. '

(1) Flow down to subcontracts. The Contractor agrees to insert terms that conform
substantially to the language of this clause, including this paragraph, in all
subcontracts under its contract that will require Subcontractor employees {0 POSSEsS
access authorizations. Additionally, the Contractor must require such subcontractors
to have anh existing DOD or DOE facility clearance or submit a completed SF 328,
Certificate Pertaining to Foreign Interests, as required in DEAR 952.204-73 and
obtain a foreign ownership, control and influence determination and facility clearance
prior to award of a subcontract. Information to be provided by a sSubcontractor
pursuant to this clause may be submitted directly to the Contracting Officer. For
purposes of this clause, Subcontractor means any Subcontractor at any tier and the
term "Contracting Officer"” means the DOE Contracting Officer. When this clause is-
included in a subcontract, the term ncontractor” shall mean subcontractor and the
term "contract” shall mean subcontract.

16. 952.204-70 Classification/Declassification (SEP 1997)

In the performance of work under this contract, the contractor of subcontractor shall
comply with all provisions of the Department of Energy's regulations and mandatory

DOE directives which apply to work involving the classification and declassification of
information, documents, of material. In this section, "information” means facts, data,
or knowledge itself; "docyment” means the physical medium on or in which A
information is recorded; and "material” means a product or substance which contains
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or reveals information, regardless of its physical form or characteristics. Classified
Information is "Restricted Data" and "Formerly Restricted Data" (classified under the
Atomic Energy Act of 1954, as amended) and "National Security Information”
(classified under Executive Order 12958 or prior Executive Orders). The original
decision to classify or declassify information is considered an inherently
Governmental function. For this reason, only Government personnel may serve as
original classifiers, i.e., Federal Government Original Classifiers. Other personnel
(Government or contractor) may serve as derivative classifiers which involves
making classification decisions based upon classification guidance which reflect
decisions made by Federal Government Original Classifiers.

The contractor or subcontractor shall ensure that any document or material that may
contain classified information is reviewed by either a Federal Government or a
Contractor Derivative Classifier in accordance with classification regulations including
mandatory DOE directives and classification/declassification guidance furnished to
the contractor by the Department of Energy to determine whether it contains
classified information prior to dissemination. For information which is not addressed
in classification/declassification guidance, but whose sensitivity appears to warrant
classification, the contractor or subcontractor shall ensure that such information is
reviewed by.a Federal Government Original Classifier.

In addition, the contractor or subcontractor shall ensure that existing classified
documents (containing either Restricted Data or Formerly Restricted Data or National
Security Information) which are in its possession or under its control are periodically
reviewed by a Federal Government or Contractor Derivative Declassifier in
accordance with classification regulations, mandatory DOE directives and
classification/declassification guidance furnished to the contractor by the Department
of Energy to determine if the documents are no longer appropriately classified.
Priorities for declassification review of classified documents shall be based on the
degree of public and researcher interest and the likelihood of dectassification upon
review. Documents which no longer contain classified information are to be
declassified. Declassified documents then shall be reviewed to determine if they are
publicly releasable. Documents which are declassified and determined to be publiciy
releasable are to be made available to the public in order to maximize the public's
access to as much Government information as possible while minimizing security
costs.

The contractor or subcontractor shall insert this clause in any subcontract which
involves or may involve access to classified information.

17. 952.204-73 Facility Clearance (MAY 2002)

Notices

Section 2536 of title 10, United States Code, prohibits the award of a contract under
a national security program to an entity controlled by a foreigh government ifitis
necessary for that entity to be given access to information in a proscribed category
of information in order to perform the contract unless a waiver is granted by the
Secretary of Energy. In addition, a Facility Clearance and foreign ownership, control
and influence (FOCI) information are required when the contract or subcontract to be
awarded is expected to require employees to have access authorizations.




Offerors who have either a Department of Defense or a Department of Energy
Facility Clearance generally need not resubmit the following foreign ownership
information unless specifically requested to do so. Instead, provide your DOE Facility
Clearance code or your DOD assigned commercial and government entity (CAGE)
code. If uncertain, consult the office which issued this solicitation. '

(a) Use of Certificate Pertaining to Foreign Interests, Standard Form 328,

(1) The contract work anticipated by this solicitation will require access to classified
information or special nuclear material. Such access will require a Facility Clearance
for the Contractor organization and access authorizations {security clearances) for
Contractor personnel working with the classified information or special nuclear
material. To obtain a Facility Clearance the offeror must submit a Certificate
Pertaining to Foreign Interests, Standard Form 328, and all required supporting
documents to form a complete Foreign Ownership, Control or Influence (FOCI)
Package. '

(2) Information submitted by the offeror in response to the Standard Form 328 will
be used solely for the purposes of evaluating foreign ownership, control or influence
and will be treated by DOE, to the extent permitted by law, as business or financial
information submitted in confidence.

(3) Following submission of a Standard Form 328 and prior to contract award, the
Contractor shall immediately submit to the Contracting Officer written notification of
any changes in the extent and nature of FOCI which could affect the offeror's
answers to the questions in Standard Form 328. Following award of a contract, the
Contractor must immediately submit to the cognizant security office written
notification of any changes in the extent and nature of FOCI which could affect the
offeror's answers to the questions in Standard Form 328. Notice of changes in '
ownership or control which are required to be reported to the Securities and
Exchange Commission, the Federal Trade Commission, or the Department of Justice
must also be furnished concurrently to the cognizant security office.

{b) Definitions.
(1) Foreign Interest means any of the following:

() A foreign government, foreign government agency, or representative of a foreign
government;

(ity Any form of business enterprise or legal entity organized, chartered or
incorporated under the laws of any country other than the United States or its
possessions and trust territories; and

(iii) Any person who is not a citizen or national of the United States.
(2) Foreign Ownership, Control, or Influence (FOCI) means the situyation where the
degree of ownership, control, or influence over a Contractor by a foreign interest is

such that a reasonable basis exists for concluding that compromise of classified
information or special nuclear material may rasult.
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(c) Facility Clearance means an administrative determination that a facility is eligible
to access, produce, use or store classified information, or special nuclear material. A
Facility Clearance is based upon a determination that satisfactory safequards and
security measures are carried out for the activities being performed at the facility. It
is DOE policy that ali Contractors or Subcontractors requiring access authorizations
be processed for a Facility Clearance at the leve! appropriate to the activities being

performed under the contract. Approval for a Facility Clearance chall be based upon:

(1Y A favorable foreign ownership, control, or influence (FOCI) determination based
upon the Contractor's response to the ten questions in Standard Form 328 and any
required, supporting data provided by the Contractor;

(2) A contract of proposed contract containing the appropriate security clauses;

(3) Approved safeguards and secutity plans which describe protective measures
appropriate to the activities being performed at the facility;

(4) An astablished Reporting identification Symbot code for the Nuclear Materials
Management and Safeguards Reporting System if access to nuclear materials is
involved;

(5) A survey conducted no more than 6 months before the Facility Clearance date,
with a composite facility rating of satisfactory, if the facility is to possess classified
matter or special nuclear material at its location;

(6) Appointment of a Facility Security Officer, who must possess or be in the process
of obtaining an access authorization equivalent to the Facility Clearance; and, if
applicable, appointment of a Materials Control and Accountability Representative;
and

(7) Access authorizations for key management personnel who will be determined on
a case-by-case basis, and must possess of be in the process of obtaining access
authorizations equivalent to the level of the Facility Clearance.

(d) A Facility Clearance is required prior to the award of a contract requiring access
to classified information and the granting of any access authorizations under a
contract. Prior to award of a contract, the DOE must determine that award of the
contract to the offeror will not pose an undue risk to the commeon defense and
security as a result of its access to classified information or special nuclear material
in the performance of the confract. The Contracting Officer may require the offeror to
submit such additional information as deemed pertinent to this determination.

(e) A Facility Clearance is required even for contracts that do not reqguire the
Contractor's corporate offices to receive, process, reproduce, store, transmit, of
handie classified information or special nuclear material, but which require DOE
access authorizations ¢or the Contractor’s employees to perform work at a DOE
location. This type facility is identified as a non-possessing facility.

(f) Except as otherwise authorized in writing by the Contracting Officer, the
provisions of any resulting contract must require that the contractoy insert provisions
similar to the foregoing in all subcontracts and purchase orders. Any Subcontractors
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requiring access authorizations for access to classified information or gpecial nuclear
material shall be directed to provide responses to the questions in standard Form
328, Certificate Pertaining to Foreign nterests, directly to the prime contractor of
the Contracting Officer for the prime contract.

Notice to Offerors--Contents Review (Please Review Before Submittihg)

Prior to submitting the Standard Form 328, required by paragraph (a)(1) of this
clause, the offeror should review the FOCI submission to ensure that:

(1) The Standard Form 328 has been signed and dated by an authorized official of
the company;

(2) If publicly owned, the Contractor’s most recent annual report, and its most
recent proxy statement for its annual meeting of stockholders have been attached;
or, if privately owned, the audited, consolidated financlal information for the most
recently closed accounting year has been attached;

(3) A copy of the company's artictes of incorporation and an attested copy of the
company's by-laws, oF simitar documents filed for the company’s existence and
management, and all amendments to those documents;

(4) Alist identifying the organlzation‘s owners, officers, directors, and executive
personnel, including their names, social security numbers, citizenship, titles of all
positions they hold within the organization, and what clearances, if any, they possess
or are in the process of obtaining, and identification of the government agency(ies)
that granted or will be granting those clearances; and

(5) A summary e0CI data sheet.

Note: A FOCI submission must be attached for each tier pareht organization-{i.e.
ultimate parent and any intervening levels of ownership). If any of these documents
are missing, award of the contract cannot be completed.

18. DEAR Clause 952.251-70 -- contractor Employee Travel Discounts (DEC
2000)

(a) The contractor shall take advantage of travel discounts offered to Federal
contractor employee travelers by AMTRAK, hotels, motels, or car rental companies,
when use of such discounts wouid result in jower overall trip costs and the
discounted services are reasonably available. Vendors providing these services may
require the contractor employee to furnish them a letter of identification signed by
the authorized contracting officer.

(b) Contracted airlines. Contractors are not eligible for GSA contract city pair fares.
(¢) Discount rail service. AMTRAK voluntarily offers discounts td Federal travelers on

official business and sormetimes extends those discounts to Eederal contractor
employees.
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(d) Hotels/motels. Many lodging providers extend their discount rates for Federal
employees to Federal contractor employees.

(e) Car rentals. The Military Traffic Management Command (MTMC) of the
Department of Defense negotiates rate agreements with car rental companies that
are available to Federal traveiers on official business. Some car rental companies
extend those discounts to Federal contractor employees.

(f) Obtaining tra.\'.rel discounts.

(1) To determine which vendors offer discounts to Government contractors, the
contractor may review commercial publications such as the Official Airline guides
Official Traveler, Innovata, or National Telecommunications. The contractor may aiso
obtain this information from GSA contract Travel Management Centers or the
Department of Defense's Commercial Travel Offices. " '

(2) The vendor providing the service may require the Government contractor to
furnish a letter signed by the contracting officer. The following illustrates a standard
letter of identification,

OFFICIAL AGENCY LETTERHEAD
TO: Participating Vendor
SURJIECT: OFFICIAL TRAVEL OF GOVERNMENT CONTRACTOR

(FULL NAME OF TRAVELER), the bearer of this letter is an employee of (COMPANY
NAME) which has a contract with this agency under Government contract
(CONTRACT NUMBER). During the period of the contract {GIVE DATES), AND WITH
THE APPROVAL OF THE CONTRACT VENDOR, the employee is eligible and authorized
to use available travel discount rates in accordance with Government contracts
and/otr agreements. Government Contract City Pair fares are not available to
Contractors.

SIGNATURE, Title and telephone number of Contracting Officer

19. DEAR Clause 952.209-8 Organizational Conflicts of Interest-Disclosure
(JUN 1997) ' '

(a) Organizational conflict of intarest means that because of other activities or
relationships with other persons, a person is unable or potentiaily unable to render
impartial assistance or advice to the Government, or the person’s objectivity.in
performing the contract work is or might be otherwise impaired, or a person has an
unfair competitive advantage.

(b) An offeror notified that it is the apparent successful offeror shall provide the
statement described in paragraph (c) of this provision. For purposes of this provision,
"apparent_successful offeror" means the offeror selected for final negotiations or,
where individual contracts are negotiated with all firms in the competitive range, it

means all such firms.
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22. DOE-G-1010 Nonsupervision of Contractor Employees on Government
Facilities

The Government shall not exercise any supervision or control over Contractor
employees performing services under this contract. The Contractor's employees
shall be held accountable solely to the Contractor's management, who in turn is
responsible for contract performance to the Government. '

23. DEAR 952.203-70 Whistleblower Protection for Contractor Employees
(DEC 2000)

(a) The contractor shall comply with the requirements of "DOE Caentractor Employee
Protection Program” at 10 CFR part 708 for work performed on behalf of DOE directly
related to activities at DOE-owned or-leased sites. '
{b) The contractor shall insert or have inserted the substance of this clause, including
this paragraph (b), in subcontracts at all tiers, for subcontracts involving work
performed on behalf of DOE directly related to activities at DOE-owned or leased
sites. : :

24. DOE-G-1004 Travel Outside of the United States

(a) The Contracting Officer must authorize in advance and in writing travel to
locations outside of the United States by Contractor employees that is to be charged
as a cost to this contract. This approval 'may be granted when the travel is.
necessary to the efforts required under the contract and it is otherwise in the best
interest of DOE. _ '

(b) The Contractor shall submit requests to the Contracting Officer at least 30
days in advance of the start of the travel. : .

{c) The Contractor shall submit a travel report at the conclusion of the travel.
The Contracting Officer's approval of the travel will specify the required contents and
distribution of the travel report.

25. DOE-G-1005 Observance of Legal Holidays

(a) The on-site Government personne! observe the following holidays:
New Year's Day
Martin Luther King, Jr.'s Birthday
President's Day
Memorial Day
Independence Day
Labor Day
Columbus Day
Veterans Day
Thanksgiving Day
Christmas Day
Any other day designated by Federal statute, Executive order, or the
President's prociamation.

(b)  When any holiday falls on a Saturday, the preceding Friday is observed.
When any holiday falls on a Sunday, the following Monday is observed. Observance
of such days by Government personnel shall not by itself be cause for an additionat
period of performance or enfitlement of compensation except as set forth within the
contract.




26, DOE-H-1001 Ombudsman ALT1I

(a) An ombudsman has been appointed to hear and facilitate the reselution of
concerns from offerors, potential offerors, and contractors during the preaward and
postaward phases of this acquisition. When requested, the ombudsman will maintain
strict confidentiality as to the source of the concern. The existence of the
ombudsman is not to diminish the authority of the contracting officer, the Source
Evaluation Board, or the selection official. Further, the ombudsman does not
participate in the evaluation of proposals, the source selection process, of the
adjudication of formal contract disputes. Therefore, before consulting with an
ormbudsman, interested parties must first address their concerns, issues,
disagreements, and/or recommendations to the contracting officer for resolution.

(b) If resolution cannot be made by the contracting officer, interested parties may
contact the Contracting Activity Ombudsman, Bradley Poston, 1000 Independence
Ave. SW Washington, DC 20585, Telephone: (202) 787-1389, Facsimile: (202) 287-
1451, Email: bradiey.poston@hg.doe.gov. Concerns, issues, disagreements, and
recommendations which cannot be resolved at the installation may be referred to the
DOE ombudsman. Do not contact the ombudsman to request copies of the
solicitation, verify offer due date, or clarify technical requirements. Such inguiries
shall be directed to the contracting officer or as specified elsewhere in this document.
1f this is a task or delivery order contract, the ombudsman shall review complaints
from contractors and ensure they are afforded a 'fair opportunity o be considered’,
consistent with Section 3033(b) of the Federal Property and Administrative Services
Act of 1949, as amended and the procedures of the contract.

27. DOE-H-1029 Government Furnished Property and Data - None

The Government is not obligated to furnish any real or personal property or data
under this contract.

28. HQ-H-1001 confidentiality of Information {APR 1984)

(a) To the extent that the work under this contract requires that the Contractor be
given access to confidential or proprietary business, technical, or financial
information belonging to the Government or other companles, the Contractor shail,
after receipt thereof, treat such information as confidential and agree not to
appropriate such information to its own use or to disclose such information to third
parties uniess specifically authorized by the Contracting Officer in writing. The
foregoing obligations, however, shall not apply to:

(1) Information which, at the time of receipt by the Contractor, is in the public
domain;

{2) Information which is publishied after receipt thereof by the Contractoyr or
otherwise becomes part of the public domain through no fault of the Contractor;

(3) Information which the Contractor can demonstrate was in his possession at the
time of receipt thereof and was not acquired directly or indirectly from the

Government or other companies;

(4} Information which the Contractor can demonstrate was received by it from a
third party who did not require the Contractor to hold it in confidence.




(b} The Contractor shall obtain the written agreement, in a form satisfactory to the
Contracting Officer, of each employee permitted access, whereby the employee
agrees that he will not discuss, divulge or disclose any such information or data to
any person or entity except those persons within the Contractor’s organization
directly concerned with the performance of the contract.

(¢) The Contractor agrees, if requested by the Government, to sign an agreement
identical, in all material respects, to the provisions of this clause, with each company
supplyind information to the Contractor under this contract, and to supply a copy of
such agreement to the Contracting Officer. From time to time upon request of the
Contracting Officer, the Contractor shall supply the Government with reports
iternizing information received as confidential or proprietary and setting forth the
company or companies from which the Contractor received such information.

(d) The Contractor agrees that upon request by DOE it will execute a DOE—approVed
agreement with any party whose facilities or proprietary data it is given access to of
is furnished, restricting use and disciosure of the data or the information obtained
from the facilities. Upon request by DOE, such an agreement shall also be signed by
Contractor personnel. '

(e). This clause shall flow down to all subcontracts.
29, HQ-H-1003 Modification Authority (APR 1984)

Notwithstanding any of the other provisions of this contract, the Contracting Officer
shall be the only individual authorized to:

(a) accept nonconforming work,

(b) waive any requirement of this contract, or

(¢) modify any term or condition of this contract.

30. FAR 52,237-3 Continuity of services (JAN 1991)

(a) The Contractor recognizes that the services under this contract are vital to the
Government and must be continued without interruption and that, upon contract
expiration, a successor, either the Government or another contractor, may continue

them. The Contractor agrees to -
(1) Furnish phase-in training; and

(2) Exercise its best efforts and cooperation to effect an orderly and efficient
transition to a successor.

(b) The Contractor shatl, upon the Contracting Officer's written notice, (1) furnish
phase-in, phase-out services for up to 90 days after this contract expires and (2)
negotiate in good faith a plan with a successor to determine the nature and extent of
phase-in, phase-out services required. The plan shall specify a training program and
a date for transferring responsibilities for each division of work described in the plan,
and shall be subject to the Contracting Officer's approval. The Contractor shall
provide sufficient experienced personnel during the phase-in, nhase-out period to
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ensure that the services called for by this contract are maintained at the required
level of proficiency.

(c) The Contractor shall allow as many personnel as practicable to remain on the job
to help the successor maintain the continuity and consistency of the services
required by this contract. The Contractor also shall disclose necessary personnel
records and allow the successor to conduct on-site interviews with these empioyees.
1f selected employees are agreeable to the change, the Contractor shall release them
at a mutually agreeable date and negotiate transfer of their earned fringe benefits to
the successar.

(d) The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs
(i.e., costs incurred within the agreed period after contract expiration that result
from phase-in, phase-out operations) and a fee (profit) not to exceed a pro rata
portion of the fee (profit) under this contract. :

31. DOE-E-1001 Inspection and Acceptance

Inspection and acceptance of all items under this contract shall be accomplished by
the Contracting Officer, the Contracting Officer's Representative (COR), or any other
duly authorized Government representative identified by the Contracting Officer.
The contractor will be notified in writing or by a copy of the delegation of authority if
a different representative in designated.

32, 952.202-1 Definitions

(a) As prescribed in 902.200, insert the clause at FAR 52.202-1 in all contracts. The
contracting officer shall substitute the following for paragraph (a) of the clause.

(a) Head of Agency means: (i) The Secretary; (i) Deputy Secretary; (ili) Under
Secretaries of the Department of Energy and (ilii) the Chairman, Federal Energy
Regulatory Commission.

(b) The following shall be added as paragraphs (h) and (i) except that they will be
designated paragraphs (g) and (h) if Alternate T of the FAR clause is used.

(h) The term DOE means the Department of Energy, FERC means the Federal Energy
Regulatory Commission, and NNSA means the National Nuclear Security
Administration.

(i) The term Senior Procurement executive means, for DOE:

Department of Energy--Director, Office of Procurement and Assistance Management,
DOE;

National Nuclear Secutity Admlnistration--Aclmin'sstrator for Nuclear Security, NNSA;
and '

Federal Energy Regulatory Commission--Chairman, FERC.

33. Term of Contract (JAN 1992)

The term of this contract is 24 months after the effective date of this contract.




34, DOE-H-1047 Green purchasing under Contracts for Personal Computers
(Deskiops, Laptops and Monitors)

pursuant to Executive Order 13423, Strengthening Federal Environmental, Energy
and Transportation Management, the Department of Energy is committed to
managing its facilities in a manner that will promote the natural environment and
protect the health and well being of its Federal employees and contractor service
providers. Any personal computer equipment (i.e., desktops, laptops, of monitors)
delivered hereunder shall be energy efficient such that it compliant with EnergyStar
or FEMP standards as set forth at 48 CFR 52.223-15. Likewise, when supplying
nersonal computer equipment hereunder, the contractor shall ensure that the
equipment is rated at least silver pursuant to 1EEE 1680 Standard for the

" Environmental Assessment of personal Computer products as set forth at 48 CFR
52.223-16 Alternate L

35. DOE-H-1048 Green Purchasing under DOE Gervice Contracts

pursuant to Executive Order 13423, Strengthening Federal Envirenmental, Energy
and Transportation Management, the Department of Energy is committed to
managing its facilities in @ manner that will promote the natural environment and
protect the health and well being of Federal employees and contractor service
providers. In the performance-of work under this contract, the Contractor shall exert
its best efforts to provide its services in a manner that will promote the natural
environment and protect the health and well being of Federal employees, contract
service providers and visitors using the facility. Green purchasing or environmentally
preferable contracting includes the initiatives described below:

- Alternative Fuels and Vehicles are described at http://www.afdc.energy.gov/afdc/
- Biobased Products are described at http://www.biopreferred.gov/

- Energy efficient products are described at http://energystar.gov/products for
Energy Star products and at http://www.eere,energy.gov/femp/procurement for
FEMP designated products

- Environmentally preferable Computers are described at http://www.epeat.net

- Non-Ozone Depleting Products are described at
http://www.epa.gov/Ozone/snap/index.html

- Recycled Products are described at hitp://epa.gov/cpd

- Water efficient products are described at http://epa.gov/watersense/

To the extent that the services provided by the Contractor require the provision of
any of the above types of products, the environmentally preferable type of product is
to be furnished unless that type of product is not available competitively within &
reasonable time, at 2 reasonable price, is not life cycle cost efficient in the case of
energy consuming products, or does not meet reasonable performance standards.
The clauses at FAR 52.223-2, Affirmative Procurement of Biobased Products under
Service and Construction Contracts, 52,223-15, Energy Efficiency in Energy
Consuming Products, and 52.223-17 Affirmative Procurement of EpA-Designated
Tterns in Service and Construction Contracts, In Section 1 require the use of products
that have biobased content, are energy efficient, or have recycled content.
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PAST PERFORMANCE INFORMATION
1. Offeror's Name:
2. Name of Offeror's Client:
3. a. Was the work performed as a Prime Contractor, Teaming Partner, or Subcontractor

(circle one)

b. Contract Scope -

c. Complexity -

d. Location of Client's Work -

(Attach additional pages as necessary)

4. Contract Amount: $ Status: Active  Complete

Instrument Number:

5. Amount of Time Billed:

6. Time Frame for the Work:

7. Client Contact Name, Telephone Number and E-mail address:

Note: Items 1 through 7 are required to be completed by the offeror/teaming partner/subcontractor.

8. The offeror's references will be evaluated based on the following four eriterion:
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A. Quality of the Service provided and compliance with client's
requirements - accuracy of deliverables - technical excellence.

B. Timeliness of Performance - met interim milestones - reliable -
responsive to technical direction - completed on time.

C. Cost Control - within budget - current accurate and complete
billings.
D. Customer Satisfaction - satisfaction with the firm's services.

The DOE reserves the right to locate and interview other clients of the offeror.

Note: Item 8 will be completed by the Government.

Reference Check By

NAME AND TITLE:

SIGNATURE:




On a scale of 1 to 10, 1 being poor or failing an
provider in the following areas based on the speci

Al

Past Performance Survey

Quality of the Service provided and compliance with clienf's
requirements - accuracy of deliverables - technical excellence.

DE-SOL-0001354
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d 10 being outstanding, rate the service
fic categories by circling the number:

Service provider met all requirements as documented on the task or

task order.

12345678910

. Service provider’s final deliverables were technically accurate.

12345678910

Service provider’s final deliverables were free of grammar and
spelling errors.

12345678910
Service provider’s final deliverables required little to no editing.
12345678910

Timeliness and Performance - met interim milestones - reliable -
responsive to technical direction - completed on-time.

[nterim milestones were met on-time.
12345678910

Service provider was reliable in the completion of technical
direction.

12345678910
Service provider was responsive to technical direction.

12345678910
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. Tasks were completed on-time.

12345678910

Cost Control - within budget - current accurate and complete
billings.

Tasks were completed within budget.
12345678910

. Billing statements were current, accurate, and complete.
12345678910

Overall Customer Satisfaction - satisfaction with the firm's services.

Overall satisfaction with the performance of the service provider
12345678910

What was the overall contract cost of the service providers efforts

$

What was the overall scope of the effort? (attach additional pages if
necessary)




DE-SOL-0001354
Aftachment A

Statement of Work
Information Technology Support
Office of Environmental Management
DE-SOL-0001354

1.0  Background

The U.S. Department of Energy, Office of Environmental Management (DOE-EM) has a
requirement for a contractor to provide a wide range of information technology services
to support the EM mission of accelerated risk reduction and cleanup/closure. Services
required include planning and implementation of EM'S e-Gov, Information Management
strategic planning, capital planning and investment control, enterprise architecture
initiatives; ongoing mission systems support; secutity and information assurance, EM
web and portal support application development for EM mission information systems;
operating the Consolidated Business Center in Cincinnati; and other business services as
required by EM Headquarters and field sites.

The contractor is to provide advice and assistance in the provision of information
technology policy, planning, and program management support, services, and turn'key IT
solutions. The contractor shall:

e Provide solutions that lead to better environmental management results, based on
better-managed information and more effective and efficient information
technology, applications, and governance processes;

e Provide strong, credible advice on the critical issues of Information Technology
(IT) management, analytical capability, governance, and services;

o Deliver significant value 1o customers based ona commitment to excellence in
customer service, continuous improvement of services and core service delivery
capabilities, and a disciplined I'T best-practices approach to conducting business;

e Have the capability to rapidly respond to critical IT management issues with
expert/solutions based on current market and technical research, hands-on
experience, and best practices data, resulting in savings t0 the government;

o Create and maintain the ability to rapidly and effectively support audits and
management reviews by DOE, Federal oversight groups, and the Government
Accountability Office.

e Cooperatcina timely manner with other DOE EM contractors and other entities
to resolve 1T and work-performance issues.

2.0 Resources

The contractor must provide all of the personnel necded to accomplish the work under the
task assignments. The work required by task assignments will be performed at the
contractor's facilities and, as the need dictates \within DOE/EM facilities. Significant
travel to EM field sites will be required.
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3.0  Scope

The contractor will provide support in the areas of e-Government, 1T planning and
business management, cyber security, malicious hehavior detection, Web design, Portal
development and operations, I'T operations and maintenance, [T systems development
and implementation, help desk support, EM life-cycle cost analysis, and
researching/reporting on topics of interest.

In general the contractor will be responsible for support for EM mission-related IT

~ systems and implementation of Federal, Agency, and Program policy related to the
implementation, operation, and security of existing and future mission systems. The
coniractor will be involved in the total System Development Life Cycle (SDLC) for these
systems. Hardware and software provided for technical refresh and future systems will
be provided as a product of a task and in many cases will be a turn-key solution. All
commercial warranties for hardware and software purchases shall be passed on fo the
Government. Tasks may require:

e Research and whitepapers

o System design, implementation, operation, ongoing majntenance, and disposition
ot the end of the lifecycle

Software development

Providing IT solutions including hardware and software

IT operations support

Video tele-conference support

WEB design and development

Strategic planning

Rusiness process engineering

Capital planning _

Enterprise Architecture development

Certification and Accreditation support

White Hat/Red Hat penetration testing

e Training

o Help Desk

o Conference support

o Document control and knowledge management
e Analysis - including malicious activity

s Configuration management

e Asset management

o Special Studies
L]

[ ]

®

L]

e & © & 9 @ o @ ©°

Incident Response

Field site assessments

Project Management :
Records Management and Records Management operations
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4.0 Task Assignments/Performance Requirements

A total of six task assignments will be issued upon task order award. They are 4.1
through 4.6. Additional task assignments may be issued after task order award, based on
requirements and scope. Deliverables and due dates will be documented in each new task
assignment issued. Tasks can be performed at any existing or future EM field location
and Headquarters.

4.3 e-Government, I'T Planning and Business Management Services Task

Service Area Scope:

The Clinger Cohen Act, Paperwork Reduction Act, Federal Information Security
Management Act, and other Federal IT statutes, policies, and executive orders
require organizations to establish appropriate policies, plans, and controls to
ensure the effective management of Federal information technology resources.
The contractor shall be required to provide support to the Agency's efforts to
comply with these and other related statutory, regulatory, and policy
requirements. The contractor shall be required to provide assistance and support
in planning, establishing the foundation for, analyzing, developing, supporting,
disseminating, and evaluating IT policies, procedures, practices, technical
operating standards, or guidelines,

The contractor shall be required to provide EM with a broad spectrum of planning
support, including but not limited to IT management strategy, tactics,
performance, investment management, enterprise architecture, and business
planning. The contractor shall, in this planning role, conduct research and data
gathering, develop and analyze scenarios, perform trend analysis, support the
implementation or enhancement of existing planning processes, and support
development of new planning processes. Technical assistance and logistical
support for planning, coordinating, implementing, and facilitating a range of
meetings, workshops, and conferences for strategic planning and architecture
projects will be required.

The contractor shall be required to provide support in managing all aspects of the
IT Program Management function. This support shall include, but may not be
limited to, support for designing, implementing and managing program
improvements projects, studies, and analyses; support for managing IT systems
development and enhancement projects; support for developing and implementing
business management processes, structures, and activities; and, support for
developing and implementing IT program management performance approaches
or frameworks, This includes the development of requirements analyses,
alternatives analyses, feasibility studies, and related studies and audits. This shall
include provision of support to determine and document functional program
requirements, to recommend alternative solutions and to provide corresponding
justifying analyses and rationales for these studies and recommendations. In
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performing these analyses, the contractor shall utilize their knowledge and
understanding of EM'S programs and business operations and practices to better
inform the analytical and solutions processes.

The importance of business process management in improving the performance of
Federal programs is growing and may require agencies to place as much emphasis
on it as they have on the pace of technology change. The contractor shall be
required to provide business process modeling, reengineering, and related
management support to EM.

The Contractor shall be required to conduct studies, assessments, or market
research activities of existing or emerging technologies and their possible
application to EM'S needs or objectives, as well as their potential impacts on the
architectural environment and infrastructure.

The contractor shall be required to support ongoing execution of the Department’s
Capital Planning and Investment Control (CPIC) process. This support shall
include, but may not be limited to developing investment data calls, refining
investment criteria, reviewing business cases, conducting portfolio analyses,
supporting basic CPIC process management, supporting the executive commitlees
that oversee the CPIC process and advising and supporting customers in
developing high-quality business cases. In addition to supporting EM in the
execution of its internal CPIC process, the contractor shall be required to support
the Department in producing the Office of Management and Budget Exhibit 300
and 53 business cases and e-Gov scorecard updates.

The Contractor shall provide support for:

o Capital Planning and Investment Control

e Program architecture (PA)

e-Government requirements

Tactical Plan development

Business Process Re-engineering

Conference meeting support

Special studies/technology evaluations

Knowledge Management

IT policy support

Rapid response services for congressional/regulatory/oversight requirements
Input on relevant best practicés, methodologies, and standards

® & & © & ¢ 6




Deliverables:
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Due Dates:

Projects status reports and meeting
minutes.

As required by Technical Monitor.

Business alignment reports - for exhibit
300 and 53 alignment to goals, objectives
and requirements.

Project schedule agreed date.

Documentation of the EM IT Portfolio
structure and its coordination with other
management processes (Cyber, EA, RM).

Project schedule agreed date.

Recommendations and analysis on
technical documents and initiatives.

5 working days after request.

Exhibit 53/300 Updates.

According to OMB/CFO/CIO submission

requirements.

Performance Objective No. 4.1.1 - The contractor must provide services to
enable EM to support DOE's E-Gov initiatives and implement the EM E-Gov

initiatives cost-effectively.

Performance Measures/Expectations No. 4.1.1.1

Performance Measures

a) Accuracy of Information

b) Quality of Information

¢) Timeliness

d) Cost Control

e} Customer Satisfaction

Performance Expectations

95% of the time as defined in
the Task Assignments,
reports and analyses
generated do not need
technical direction or editing.

95% of the time the correct
environmental and/or
regulatory guidelines were
applied appropriately.

90% of the time scheduled
due dates in the Task
Agsignments are met.

95% of the time the costs are
on or below the Task Plan
estimate.

95% of the feedback to EM is
Satisfactory or better.
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42  IT Strategic Planning and Architecture Task

Service Area Scope:

The contractor shall be required to provide advice, assistance and support 10 EM
on the introduction of new of revised policies, business processes and practices,
records management, customer Services, and technologies to strengthen and
improve investment planning and portfolio management.

The contractor shall be required to support DOE-EM strategic, business, data,
applications, and technology, security, and records management architectures.
This is in support of EM and the Department's enterprise architecture.

For IT strategic planning and architecture, the Contractor shall provide:

o Specialized technical support for EM activities related to IT strategic planning
and analysis, including:

_ Assistance in identifying, developing, and analyzing program 1T issues,
objectives, strategies, and options.
_Research for Documents.

e The analyses may address complex-wide integration, implementation,
planning, accountability, and budgeting for cutrent and emergent life-cycle
planning efforts.

o 3-year support fora strategic plan.

o Technical assistance and logistical support for planning, coordinating,
implementing, and facilitating a yange of meetings, workshops, and
conferences for strategic planning and architecture projects. This support will
include, at a minimum:

- Logistics planning

- Design and development of meeting materials

- Onsite support

- Preparation of summary documents and evatuation reports.

e Analysis and recommendations on working capital fund issues.

e Support for implementation of the EM architecture repository.

e Production of an EM (10 Annual Report describing achievements during the
fiscal year and planned activities consistent with the IT Strategic Plan.

s Support for EM CIO televideo conference’s with the EM Field sites, quarterly
performance review meetings, and the annual e-Gov review meetings,
including assisting with the development of the agenda and related activities,
developing presentations, and providing general conference management
support as needed.

o Support for the annual DOE information technology conference, including
preparation of pre-conference abstracts, development of IT presentations of
briefings, and providing general management support as needed.
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Scope may also include:

s Coordination and integration of EM Headquarter and site data, requirements,
and analysis; '

o Systems suppott for collection, reporting and analysis of Jife-cycle cost data;

o Development and maintenance of parametric data models to assist in
calculation of life-cycle cost estimates;

s Systems support for the development and maintenance of information
management systems, databases, and technical analysis support O assist in
life-cycle strategic planning, budget formulation, budget execution, project

management, performance metrics, milestones, and configuration control.

Deliverables: Due Dates:

after request.
5 working days
after request.

‘
agreed date.
agreed date.
Project schedule
agreed date.

EM EA Repository updates. { Meta-Model enhancements, Project schedule
documentation update, data feeds). agreed date.

Technical alignment reports - 0 align IT projects to an EM and DOE
Technical Reference Model. after request.
Data Regquirements Analysis Documents.
agreed date.
agreed date.
Performance Objective No. 4.2.1 - The contractor must provide analysis and

recommendations for strategic planning as it relates to EM information
technology.

Projects status reports and meeting minutes.

Analysis and recommendations on IT strategic planning, IT
governance, and architecture documents sup norting the EM

Documentation of the IT Strategic Plan.

Documentation of the EM IT Governance Plan.
Documentation of the EM Segment Architecture

Methodology.

System Documentation and User Manuals.

Performance Measures/Expectations No. 4.2.1.1

Performance Measures Performance Fxpectations
a) Accuracy of Information 05% of the time as detined in
the Task Assignments,

reports and analyses
generated do not need
technical direction or editing.



b} Quality of Information

¢) Timeliness

d) Cost Control

e) Customer Satisfaction
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95% of the time the correct
guidelines were applied
appropriately.

90% of the time scheduled
due dates in the Task
Assignments are met.

95% of the time the costs are
on or below the Task Plan
estimate.

95% of the feedback to EM is
Satisfactory or better.

Performance Objective No. 4.2.2 - The contractor must provide knowledge in
enterprise architecture as it refates to mission information technology. '

Performance Measures/Expectations No. 4.2.2.1

Performance Measures:

a) Accuracy of Information

b) Quality of Information

¢) Timeliness

d) Cost Control

Performance Expectations:

95% of the time as defined in the
Task Assignments, reports and
analyses generated do not need
technical direction or editing.

95% of the time the correct
guidelines were applied
appropriately.

90% of the time scheduled due dates
in the Task Assignments are met.

05%, of the time the costs are on or
below the Task Plan estimate.

Performance Objective No. 4.2.3 - The contractor must provide immediate
services for technical assistance and logistical support including planning,
coordinating, implementing, and facilitating a range of meetings, workshops, and

conferences.
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Performance Measures[Expectations No. 4.2.3.1
Performance Measures Performance Expectations
a) Accuracy of Information 95% of the time as defined in the '

Tagk Assignments, reports and
analyses. generated do not need
technical direction or editing.

b) Quality of Information 95% of the time the correct
procedures and guidelines were
applied appropriately.

¢) Timeliness 90% of the time scheduled due dates

in the Task Assignments areé met.

d) Cost Conrol 95% of the time the costs are ofn OF
welow the Task Plan estimate.

¢) Customer Satisfaction 95% of the feedback to EM is
Satisfactory or beiter.

43. Ongoing Mission Systems Support Task

Service Area Scope:

It is expected that the contractor will provide the technical and managerial
resources 10 architect, design, develop, integrate, modify, maintain, enhance,
yeengineer, and/or provide specialized technical assistance for systems that
support EM business functions. This scope of work includes:

Operation and maintenance of systers and system infrastructures
Management of security

Monitoring of 1DS systems and devices

System upgrades

Server consolidation

Asset management

Change management

e Project management

2 o o 9 e ©

For ongoing mission systems management and operation, the contractor shall
provide:

o Life-cycle support of EM'S corporate and HQ systems, including major

initiatives such as streamlining data collection and reporting capabilities,
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integration into e-Gov initiatives as appropriate, and integration of the Intranet
and Web applications. '
Technical assistance to the Government for alf aspects of software system
development and maintenance for each system tasked. Data base
administration and maintenance.

Support that adheres to DOE and EM standards and procedures.

Project Management support to EM in reviewing and analyzing project
management and acquisition management principles.

Requirements analysis, design, development, testing and implementation,
documentation, and software maintenance.

Engineering, operations and maintenance support for 10 EM video
conference facilities, including support for point-to-point gateway and multi-
point bridge scheduling, maintaining video conference statistics (audio/visual
quality, frequency and duration of video conference usage), on-demand video
conference support, video circuit and ancillary software and hardware item
installations, and recommendations for improving the usability of EM's video
systems.

Provide custom VTC room support, including design, ancillary software and
hardware items, configuration upgrades, installation, operation, _
troubleshooting ancillary software and hardware item failures, and ongoing
maintenance.

Certification of new videoconference sites, Training support, including
development of training materials, room/ancillary software and hardware
items/staff scheduling, presentation, and evaluation. Specialized anciltary
software and hardware items, instructions, and materials for the EM's end user
centers and training rooms.

Asset Management support in tracking the location and movement of all
hardware using the Sunflower system. This service will be provided in
accordance with DOE Order HQ 580.1 CHG 1. Contractor activities will
include: ensuring that the hardware is stored properly, distributing hardware
as directed and approved by the Federal Manager, tracking the hardware as it
is moved from one location to another, ensuring that obsolete hardware is
removed from the inventory as directed, regularly verifying that inventory
records are complete and accurate, excessing inventory at the direction of the
Technical Monitor or Federal designate, assist in conducting bi-annual
physical inventory of ancillary software and hardware items. The contractor
will assist the Government Technical Monitor or Federal designate in
analyzing and researching asset discrepancies and will assist in the preparation
of reports as needed.

10
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Deliverables: : _ Due Dates:

According to agreed-
upon project schedule.

Life cycle application documentation, including Functional
Requirements, System Design, System Test Plan, System
Installation Manual, User Marnual, System Maintenance
Documentation, Configuration Management Plan, Security
Plan. ' :
ApplicationfDatabase ‘Access/Permission List Updates.

5th working day of the
month.

request.
request.

5th working day of the
month and within 5
working days of changes
to the current baseline.
5th working day of the
month.

Application Integration Analysis and Recommendations.

Configuration Change Proposals (CCPs).

Configuration Management Reports.

Monthly reports on status, performance metrics, backups,
server up/downtime, project schedule, technical progress,
issues, and problems.
Customer Support Reports, including response times, fime to
resolution, trends, and historical comparisons.

Prepare inventory exit packages.

5th working day of the
month.

Within 2 working days
of receipt of request.

Within 24 hours of
incident.

Performance Objective No. 4.3.1 - The contractor must provide services to
enable EM to manage and operate EM mission systems cost-effectively.

Security Incident Report.

Performance Measures/Expectations No.4.3.1.1

Performance Measures Performance Expectations
a) Accuracy of Information 95% of the time as defined in
the Task Assigmments,

documentation generated
does not need technical
direction or editing.

b) Quality of Information 95% of the time the correct

procedures and guidelines
were applied appropriately.

11
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¢) Timeliness : 90% of the time scheduled
due dates in the Task
Assignments are met.

d) Cost Control 95% of the time the costs are
on or below the Task Plan
estimate.
¢) Customer Satisfaction 05% of the feedback to EM is

Qatisfactory or better.

performance Objective No. 4.3.2 - VIC Systems shall perform in accordance
with the requirements as approved by DOE.

Performance Measures/Expectations No. 4.3.2.1

Performance Measures Performance Expectations

a) Cost Control 95% of the time the costs aré
on or below the Task Plan
estimate.

b) Customer Satisfaction 95% of the feedback to EM 1s
Qatisfactory or better or
higher.

¢) User Problem Resolution 90% of requests for
assistance responded to
within thirty (30) minutes.

d) Video Conference Availability 90% of scheduled multi-point
: videoconferences completed
without interruption.

e) Video Site Certifications 90% of certification requests
responded to within eight
hours.

Performance Objective No. 4.3.3 - The contractor must provide design,
integration, and training services to enable EM to manage its EM document and
records management system using the OpenText LiveLink COTS product suite or
equivalent.

12
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Performance Measures

a) Accuracy of [nformation

b) Quality of Information
¢) Timeliness
d) Cost Control

e) Customer Satisfaction
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Performance Expectation

05% of the time as defined in
the Task Assignments,
documentation generated
does not need technical
direction or editing.

95% of the time the correct
procedures and guidelines
were applied appropriately.

90% of the time scheduled
due dates in the Task
Assignments are met.

95%, of the time the costs are
on or below the Task Plan
estimate.

05% of the feedback to EM is
Qatisfactory or better.

Performance Objective No. 4.3.4 - The contractor. must provide design,
integration, and training services to enable EM to manage its EM suspense and
workflow system using the E-STARS COTS product suite or equivalent.

Performance Measures/Expectations No. 4.3.4.1

Performance Measures

a) Accuracy of Information

b) Quality of Information

¢) Timeliness

13

Performance Expectations

95% of the time as defined in
the Task Assighments,
documentation generated
does not need technical
direction or editing.

95% of the time the correct
procedures and guidelines
were applied appropriately.

90% of the time scheduled
due dates in the Task
Assignments are met.
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d) Cost Control 95% of the time the costs ate
on or below the Task Plan
estimate.
e) Customer Satisfaction 95% of the feedback to EM

is Satisfactory or better.

IT Security Task

Service Area Scope:

Information security requirements are growing in response to existing and new
information security challenges and Federal policies and statutes. Therefore, the
contractor is required to keep abreast of Federal policy, threat, and risk changes to
help keep EM IT security in a pro-active mode. The contractor shall be required
to support EM in managing all aspects of its information security program. Cyber
security support personnel will be required to obtain DOE Q clearances in order
to understand and assess threat and risk to EM IT systems. Travel will be
required to EM field sites. The information security support the contractor shall
provide includes, but may not be limited to:

determining the level of compliance with Departmental policies, procedures,
standards, and guidelines by conducting testing and assessments of the EM
systems and field sites;

conducting near-real-time EM enterprise risk assessments utilizing the enterprise
tool suite and other data sources;

supporting EM in responding to audits or other oversight reviews or
investigations from internal or external oversight organizations;

evaluating security, contingency, and other plans or documents;

reviewing systems and systems documentation for compliance with I'T security
policies and requirements;

providing cyber security support in the development of EM IT strategic plans and
Enterprise Architecture,

supporting Certification and Accreditation activities at EM HQ and in the Field on
classified and unclassified systems;

performing White Hat and Red Hat penetration testing of EM IT systems;
providing support in selecting, acquiring, and 1mplementmg cyber security tools,
turn-key solutions, and other techniques to protect EM mission systems;
providing support in operating and monitoring protection capabilities;

providing analysis of audit logs, IDS/IPS logs, firewall logs, and full packet
capture data for malicious activity;

providing analysis and input to EM plans, procedures, and repoits;

providing input and review updates to ensure that the Under Secretary’s Program
Cyber Security Plan (PCSP), EM Program Security Plan (PSP), and the Mission
Information Protection Program (MIPP) architecture are current;

14
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e drafting/reviewing proposed EM mission information protection standard
operating procedures;

e reviewing DOE and EM cyber security policies, guidetines, and procedures and
providing comments/recommendations;

e developing/updating/reviewing risk assessments and risk management plans in
support of Certification and Accreditation activities, including data entry of risk
analysis calculations and report generation; '

o supporting audits, assessments, and reviews of the state of the EM MIPP;

e supporting OCIO- and OMB-required reporting, including budget submission
input; '

o assisting in developing, testing, and reviewing disaster recovery and continuity of
operations plans;

o researching and recommending cyber security best practices, new technologies,
and protection capabilities appropriate for the EM environment;

o documenting EM and HQ mission systems compliance with cyber security
requirements and updating appropriate documents; _

o coordinating with and assisting the development contractors and EM field
organizations in the integration of EM and HQ mission systems into the
management framework of the MIPP program, including required risk
assessments;

s performing categorization calculations and recommending corrective action
decisions on risk assessment issues resulting from internal EM activities as well
as external audit findings;

e preparing the EM quarterty and annual Federal Information Security Management
Act report;

e coordinating the quarterly Privacy Impact Assessment and preparing the EM
quarterly repori;

o preparing the EM quarterly OCIO internal review,

e preparing and presenting cyber security briefings, and

e preparing and providing cyber security training.

Deliverables: Due Dates:

Annual Mission Information Program Plan and | January 30 annually.

schedule.

Task management plan and schedule. 10 working days after task issuance.

Task management plan/schedule updates. 5 working days after task -

' modification.

Meeting minutes. 2 working days after meeting.

Quarterly and annual FISMA report. 5 days prior Under Secretary’s/OCIO
due date.

Updates to Plans of Aotion and Milestones and | 5 working days prior to (To Be

other OCIO- and OMB-required reports. Established) OMB/OCIO submission
schedules.

Prepare the OCIO quarterly internal review. 5 working days prior to (To Be

15
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Established) OMB/OCIO submission
schedules.

Travel Reports.

3 working days after the completion of
the fravel.

Certification and Accreditation Security
Assessment Report, certification memo and
associated memos.

10 working days after the certification
testing has been completed.

Finalized MIPP FY 53/300 submissions.

5 working days prior to (To Be
Established) OMB/CFO/OCIO
submission schedules.

Prepare Privacy Act Impact Assessment
quarterly report.

5 working days prior to (To Be
Established) OMB/CFO/OCIO/PO
submission schedules.

Weekly activity report.

Every Friday.

Monthly project status reports with funding
metrics, planned vs. budgeted and delta.

5th working day of the following
month.

Other Deliverables As Required.

As determined by the request.

Performance Objective No. 4.4.1 - The contractor must provide services to
enable EM to manage and operate EM mission systems in a secure manner and in
compliance with Federal and Departmental laws, regulations and policies.

Performance Measures/Expectations No. 4.4.1.1

Performance Measures

a) Accuracy of Information

b) Quality of Information

¢) Timeliness

d) Cost Control

e) Customer Satisfaction

Performance Expectations

95% of the time as defined in the
Task Assignments, documentation
generated does not need technical.

95% of the time the correct
procedures and guidelines were
applied appropriately.

90% of the time scheduled due dates
in the Task Assignments are met,

95% of the time the costs are on or
below the Task Plan estimate.

95% of the feedback to EM is
Satisfactory or better.
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45  Consolidated Business Center Support Task

Service Area Scope:

Cyber Security Support — Provide CBC with service of an Information System
Security Officer (ISSO). The functions of the contractor are outlined in the EM
Program Cyber Qecurity Plan and the EMCBC Cyber Security Master Policy, PS-

560-01.

Applications Development and Applications Security Functions - The contractor
will provide applications development and revisions in accordance with EMCBC
Procedure IP- 240-03. Development at the CBC is done in NET, PHP, HTML,
Visual Basic, SQL and MYSQL. The contractor will also provide applications
security in accordance with EMCBC Technical Instructions and Application
Project Plans. In addition, the contractor will annually review all Applications
Development Instructions and Procedures annually to ensure that they are in full
compliance with requirements and are mecting their intended functions.

Deliverables: Due Dates:

Tn accordance with procedure.
Annually, and 20 working days
after implementation.
2 working days after meeting.
Weekly until frequency modified
by Technical Monitor.

Application Project Plans.
SSP updates and modifications.

Meeting minutes.
Meeting with Technical Monitor.

Operation Meeting.
Updates to Plans of Action and Milestones and
other OCIO- and OMB-required reports.

5 working days prior to (To Be '
Established) OMBIOCIO
submission schedules.

5th working day of the month.

Update recommendations for cyber security
standard operating procedures.
Monthly project status reports.

5th working day of the month.
Performance Objective No. 4.5.1 - The Contractor must establish and provide
support for common infrastructure services, to include desktop, email, and related

network services, to the Office of Fnvironmental Management (EM) CBC.

Performance Measures/Expectations No. 4511

Performance Measures Performance Expectations
a) Accuracy of Information 95% of the time as defined in~
the Task Assignments,

documentation generated

17
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does not need technical
direction or editing.

b) Quality of Information 95% of the time the correct
procedures and guidelines
were applied appropriately.

¢) Timeliness 90% of the time scheduled
due dates in the Task
Assignments are met.

d) Cost Control | 95% of the time the costs a1¢
on or below the Task Plan
estimate.
e) Customer Satisfaction 95% of the feedback to EM is
Qatisfactory or better.
Reports

Reports shall be prepared and submitted in accordance with Repotting
Requirements Check List, DOE Form 1332.1.

Performance Evaluation
Biannually, DOE shall formally evaluate the Contractor's performance. The

evaluation elements may include management, sechnical, quality completeness,
accuracy, and effectiveness), timeliness, and cost.

Records Management Task

Service Area Scope:

The Office of Environmental Management operates and maintains a records
management center. The center is in the process of converting all paper records
into electronic format. Search and retrieval of existing records is difficult.
Maintaining a paper file plan and cataloging system significantly slows search
capabilities. it is critical that EM replace the current papet-based process and
fully deploy the Records Management Module of EM’s LiveLink application thus
enabling records to be scanned and converted into a digital, easily searchable
format that will enable efficient storage, search, and retrieval of all EM’s records.
Expertise is required to develop and implement this program while continuing the
day-to-day operations of the current center.  All deliverables must be in
accordance with DOE and NARA standards. Tasks will include, but not be

limited to:

18
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e Provide project management for the Records Management Program

e Operate and (maintain an electronic records management system

o Evaluate the opportunity to integrate electronic records management into
EM’s business processes

o Work on scorecard issues

s Update EM Communications Portal regarding the records center

e (reate a business process model for the EM records center

o Reviews of records storage facility requirements and bundle administrative
records schedules

o  Administer records disposition cycles

e Review requests for records disposition authority forms (i.e., SF 115, SF 135,
and 1324.8, etc.) for the restructured environmental records schedule
following the records management taxonomy

s Identify DOE EM information systems that contain electronic records and
identify a method to apply disposition schedules and outline the number of
systems that remain to e addressed to comply with Federal government and
DOF rules, regulation and policies

o Implementation, administration and operation of document scanning systems

e Develop aplan for managing electronic records (i.¢., email, SMS messages,
instant messaging, etc.)

s Develop announcements, flyers, and training materials to educate employees
about their records management tesponsibilities

e Tacilitate training of EM employees

Deliverables: " Due Dates:

Flectronic Records Management Plan | Project schedule agreed date
Records Center Business Project Model | Project schedule agreed date
Employee Training Plan Proiect schedule agreed date
Fmail Records Management Plan Project schedule agrecd date

Monthly Status Report Third business day of the following month
Meetings Monthly
Other Deliverables As Required. As determined by the request.

Performance Objective No. 4.6.1 - The Contractor must establish and provide
support for the operation of the records center. This includes record inventory,
resolution of issues related to records from EM sites, records management
business processes, and oversight responsibilities.

Performance Measures/Expectations No. 4.6.1.1

Performance Veasures Performance Expectations
a) Accuracy of Information 95% of the time as defined in
the Task Assignments,

19
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documentation generated
does not need technical
ditection or editing.

b) Quality of Information 05% of the time the correct
procedures and guidelines
were applied appropriately.

¢) Timeliness 90% of the time scheduled
due dates in the Task
Assignments are met.

d) Cost Control 05% of the time the costs are
on or below the Task Plan
estimate.

e) Customer Satisfaction 95% of the feedback to EM is

Satisfactory or better.

5. Reports

Reports shall be prepared and submitted in accordance with Reporting
Requirements Check List, DOE Form 1332.1.

0. Performance Evaluation

Biannually, DOE shall formally evaluate the Contractor's performance. The
evaluation elements may include management, technical, quality completeness,
accuracy, and effectiveness), timeliness, and cost.

“This is a Performance-Based Task Order award, subject to the objectives, measures and
expectations contained in the Statement of Work. The Contractor agrees that
unacceptable work as designed by the COR must be corrected by the Contractor at no
additional cost to the Government.”

20
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ATTACHMENT
Environmental and/or Regulatory Guidelines

National Environmental Policy Act of 1969
Clean Air Act

Toxic Substance, Control Act of 1976
Resources Conservation Recovery Act of 1976
Clean Water Act of 1977

Tasllings Radiation Control Act of 1978
Comprehensive Environmental Response Compensation and Liability Act of
1980

Nuclear Waste Policy Act of 1982.

Federal Facility Compliance Act of 1992

9 Occupation Safety and Health Act

O th B L) WD R

o0 1
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GSA IT Schedule
Labor Category

DOE Labor
Category

Individual

Clearance type, Date
granted and if
terminated, Date of
termination®

Location and Agency
Issuing Clearance

Type and Date of Most Recent
Background Investigation or
Reinvestigation (e.g. OPM
PRIS 5/94

Current
Employee
(Yes/No) **

* Status Code: C-QSCI = Current DOE Q with SCI Clearance, C-Q = Current DOE Q, Top Secret or equivalent, N = terminated
‘without prejudice within the last 6 months, X = Subject to full field background investigation.

** [f “No”, attach original notarized letter of commitment verifying availability.
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ESTIMATED DIRECT PRODUCTIVE LABOR HOURS (DPLH) Attachment 3
ESTIMATED HOURS BY LABOR CATEGORY
Labor Category Base Period 1~ Base Period 2 Option Period 1 Option Period 2 Option Period 3 Total
SR System Analyst (Key) 7440 7440 7440 7440 7440 37200
System Analyst 1860 1860 1860 : 1860 1860 9300
SR System Security Analyst . 1860 1860 . 1860 1860 1860 9300
System Security Analyst 5580 5580 5580 5580 5580 279060
Project Manager (Key) 3720 3720 3720 3720 3720 18600
Program Manager (Key) 1860 1860 1860 1360 1860 9300
IT Capital Planning Analyst 1860 1860 1860 1860 1860 9300
Analyst . 1860 1860 1869 1860 1860 9300
Web Designer 720 1860 1860 1860 1860 8160
Web Content Manager (Key) 720 1860 1860 1860 1860 8160
Enterprise Architect -Meta-Model (Key) 1860 1860 1860 1860 1860 9300
- Enterprise Architect 1860 1860 1860 1860 1860 9300
Data Architect 1860 1860 1860 1860 1860 9300
SR Information Technology Engineer 1860 1860 1860 1860 1860 9300
SR Electronic Tech 1860 1860 1860 1860 1860 9300
Electronic Tech 1860 1860 1860 1860 1860 9300
SR Programmer Analyst 1860 1860 1860 1860 1860 9300
Programmer Analyst 1860 1860 1860 1860 1860 9300
Support Staff . 1860 1860 1860 1860 1860 9300
Enterprise Integration Specialist 3720 3720 3720 3720 3720 18600
Penetration Tester 3720 3720 3720 3720 3720 18600
Video Teleconferencing Technigian 1860 1860 1360 : 1860 1860 9300
Consultant 1 : 1860 1860 1860 1860 1860 9300
Consultant 2 . 930 : 930 930 930 930 4650
Totals 56310 58590 - 58590 58590 58590 290670

Notes to Offerors;

1. Refer to Attachment B, Position Descriptions, for the minimum qualifications for each labor category listed above.
2. Offerors are to propose the estimated yearly DPLH by labor category as listed above.

3. For cost proposal purposes, one full time equivalent (FTE) is assumed to be 1,860 DPLH per year,
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Position Descriptions

Sr. System Analyst (Key) - Serve as lead over all aspects of evaluating and assessing client needs,
conferring with personnel of organizational units involved to analyze current operational procedures,
identifying problems, and learning specific input and output requirements. Writing detailed descriptions
of user needs, program functions and steps required to develop or modify computer program,
application specifications including database interfaces, user interfaces, business rules, and database
relationships. Reviewing computer system capabilities, workflow, and scheduling limitations to
determine if requested program or program change is possible within existing systems. Conducting
studies pertaining to development of new information systems to meet current and projected needs and
preparing technical reports, memoranda, and instructional manuals as documentation of program
development. Coordinate and conduct user training, education and problem solving sessions; counsel
users regarding system functionality. Ensure required cyber security policies are adhered to and that
required controls are implemented. Must have a working knowledge of NIST 800 series guidance for
cyber security. Plan and prepare technical reports, memoranda, and instructional manuals as
documentation of program development. Provide strategic planning direction and technical assistance
for user Information Technology Plans.

System Analyst - Evaluate and assess client needs, confer with personnel of organizational units
involved to analyze current operational procedures, identify problems, and learn specific input and
output requirements. Write detailed description of user needs, program functions and steps required to
develop or modify computer program, application specifications including database interfaces, user
interfaces, business rules, and database relationships. Review computer system capabilities, workilow,
and scheduling limitations to determine if requested program or program change is possible within
existing systems. Conduct studies pertaining to development of new information systems to meet
current and projected needs and prepare technical reports, memoranda, and instructional manuals as
documentation of program development. Ensure required cyber security policies are adhered to and that
required controls are implemented. Must have a working knowledge of NIST 800 series guidance for
cyber security.

Sr. System Security Analyst - Possess a working knowledge of network technologies such as:
Windows, Linux Operating Systems; Database security, Active Directory, Service Oriented
Architectures, vulnerability testing, networking protocols and topologies, security architectures, and
incident management. Serve as the lead analyst in the detection of malicious activity to prevent, detect,
contain, and eradicate intrusions and intrusion attempts. Conduct analysis of system logs, forensic
results, vulnerability assessment tool results, risk, and investigate instances of security concern
throughout the enterprise. Ensure required cyber security policies are adhered to and that required
controls are implemented. Must have a working knowledge of NIST 800 series guidance for cyber
security.

System Security Analyst - Possess a working knowledge of network technologies such as: Windows,
Linux Operating Systems; Database security, Active Directory, Service Oriented Architectures,
vulnerability testing, networking protocols and topologies, security architectures, and incident
management. Serve as an analyst in the detection of malicious activity to prevent, detect, contain, and
eradicate intrusions and intrusion attempts. Conduct analysis of system logs, forensic results,
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vulnerability assessment tool results, risk, and investigate instances of security concern throughout the
enterprise. Ensure required cyber security policies are adhered to and that required controls are
implemented. Must have a working knowledge of NIST 800 series guidance for cyber security.

Project Manager (Key) - Serve as task lead for contractor staff in the delivering of products and
services to the customer. Responsible for the developing and maintaining of a Work Breakdown
Structure (WBS) for the delivering of all products and services as defined by the scope, cost, and
schedule requirements. Project Manager must have a high to mid level understanding of Enterprise
Architecture (EA) and IT Capital Planning principles and best practices. Project Manager niust be
knowledgeable in the Federal Enterprise Architecture (FEA) framework and the discipline of Portfolio
Management for IT investments.

Program Manager (Key) - Provide overall direction, control and reporting of multiple projects,
inctuding development and implementation of advance program/project management perspectives and
lessons learned case studies. Provide high-level technical and management guidance to ensure all
schedule and cost objectives are achieved successfully. Develop program management documentation,
project schedules and various planning and case study training documents. Determine and acquire
resources to complete projects as needed. Responsible for the technical content and phases of
program/project execution.

IT Capital Planning Analyst - Serve as the technical lead for the capital plarming process possessing
expert knowledge of Project and Portfolio management principles and best practices. Responsible for

providing support to Program Offices by assisting them in meeting their Exhibit 300 & 53 reporting

" requirements. Analyst must have extensive knowledge of the Exhibit 300 business case methodology
and Exhibit 53 Portfolio structure for the Department of Energy.

Analyst - Understand the fundamentals of PC systems internals, including the basics of CPU
architecture, system organization and 3D graphics. Be able to install and configure a variety of
Windows and Linux operating systems. Have a basic knowledge of HTML and be able to examine and
assess hardware and software components used in building a system. Keeps up with new technologies
as they emerge and look for opportunities for new areas as technology evolves.

WEB Designer - Analyze information to determine, recommend, plan, fayout and develop websites.
Responsible for evaluating and implementing emerging technologies and web-based applications.
Documents detailed requirements for web page functions and processes required to develop or modify
web pages. Formulate a plan outlining steps required to develop web sites and obtains approval.
Installs and tests web sites and monitors performance after implementation. Review web site
capabilities, workflow, and scheduling limitations to determine if requested web site changes are
possible. Performs required updates and ensures required security measures and controls are met and
implemented correctly. Working knowledge of HTML, Final Cut Pro, Flash, Photoshop and Tlustrator.
Good understanding of the online publication process and knowledge of the basic principles of
typography and design for the web. Skilled in the tools and practices of online communications,
including: writing for the web, interactive media, social networking, mobile messaging, online
video/audio and content management systems. Knowledge of web analytics applications, database
okills and understanding of website architecture.
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Web Content Manager (Key) - Responsible for ongoing development and day-to-day operations of
internal and external websites. This person collaborates with content owners, editorial partners and
creative teams to understand communications needs, and determine the ideal approach for
communicating the content in an online environment. Insure web content is appropriate, current and is
compliant with Federal and departmental policies. Working knowledge of common web technology
tools such as HTML, Final Cut Pro, Flash, Photoshop and Tlustrator. Good understanding of the online
publication process and knowledge of the basic principles of typography and design for the web.
Skilled in the tools and practices of online communications, including: writing for the web, interactive
media, social networking, mobile messaging, online video/audio and content management systems.
Knowledge of web analytics applications, database skills and understanding of website architecture.

Enterprise Architect - Meta-Model (Key) - Serve as the technical lead in the development of the
Enterprise Architecture (EA) repository. Responsible for the implementation and maintenance of the
repository and its artifacts. Analyst must have expert knowledge of EA frameworks and have prior
experience using EA modeling software.

Enterprise Architect - Serve as the technical lead in the development of policies, segment
architectures, and governance methodologies used in the management of the Enterprise Architecture
(EA) program. Responsible for assisting in the development of an EA management plan which outlines
the path forward for the EA program. Analyst must have good working knowledge of EA frameworks
and segment architecture methodologies.

Data Architect - Serves as the technical lead to ensure data architecture standards and best practices are
implemented in the Enterprise Architecture (EA). Responsible for working with various business
groups to define data exchange requirements which are integrated into the EA. Data Architect is
required to develop a data resource management infrastructure to ensure integrity, quality, and security.
The data resource management infrastructure needs to be compliant with OMB Federal Enterprise
Architecture (FEA) Data Reference Model guidelines.

Sr. Information Technology Engineer - Experienced in the design and implementation of Information -
Technology (IT) systems. Expert knowledge of a wide range of IT technologies such as, but not limited
to; wireless, portable, thin, thick, and fat client; local area networks, wide area networks, virtual private
circuits, VMware, routers, servers, databases, and cyber security solutions. This position will be
involved in the operation, enhancement and maintenance of existing IT systems and the design and
implementation of new systems.

Sr. Electronic Tech - Experienced and trained in electronic technologies and solid state circuitry.
Provide support to System Analysts, Information Technology Engineers and Programmer Analysts in
the design, implementation, operation and maintenance of Information Techmology Systems.
Experienced in the interconnection of electronic components that comprise an IT system and the
diagnostic tools and techniques used to determine malfunctioning components. Participate on technical
teams to determine solutions to problems and issues concerning the implementation, operation, and
maintenance of IT systems.

Electronic Tech - Trained in electronic technologies and solid state circuitry. Provide support to Sr.
Electronic Technicians, System Analysts, Information Technology Engineers and Programmer Analysts
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in the design, implementation, operation and maintenance of Information Technology Systems.
Experienced in the interconnection of electronic components that comprise an IT system and the
diagnostic tools and techniques used to determine malfunctioning components.

Sr. Programmer Analyst - Prepares presentations for information systems and projects for a variety of
internal and external events. Responsible for the development of user guides and manuals for system
users and assists in training users as needed. Lead role in the design, programming and testing of
application systems and coordinates with vendors for the purchase of information systems, equipment,
and software. Analyzes user information system needs; documents the functionality and requirements;
recommends solutions and appropriate technology to meet program needs. Lead role in the coordination
and installation of new systems, maintenance and upgrade of existing systems, and user training.

Installs and tests vendor software applications and programs, and responds to service and problem
resolution requests. Designs, develops, tests and installs system interface programs.

Programmer Analyst - Prepares presentations for information systems and projects for a variety of
internal and external events. Assists in the development of user guides and manuals for system users
and assists in training users as needed. Helps to design, program and test application systems and
coordinates with vendors for the purchase of information systems, equipment, and software. Analyzes
user information system needs; documents the functionality and requirements; recommends solutions
and appropriate technology to meet program needs. Coordinates the installation of new systems,
maintenance and upgrade of existing systems, and user training. Installs and tests vendor software
applications and programs, and responds to service and problem resolution requests. Designs, develops,
tests and installs system interface programs.

Support Staff - Experienced in the operation of desktop computers and typical business applications
like word-processing, spreadsheet, and PowerPoint. Has a working knowledge of Information
Technology (IT) and terminology used in the IT field. Provides support to IT professionals conducting
studies, purchases of product, maintenance activities, equipment setup and burn in, testing, billing,
operation, help desk, implementation and security of [T systems. Provides support for the day-to-day
business and office tasks associated with supporting a team of IT professionals, such as scheduling,
research, project tracking, and producing documentation. '

Enterprise Integration Specialist - Conducts research on vendor and custom solutions for the best
overall solution and then designs and develops processes to support data and event integration among
multiple systems. Assists in the development of policy and procedures in support of existing services
and development of new services for the entire enterprise. Participates in project planning and
prioritization. Integrates appropriate technology with central enterprise systems through the design,
development and support of enterprise-level services and the appropriate integration pieces. Researches
new technologies in the provision of solutions. Works with developers, integrators, system and
administrators and network staff to develop and provide solutions. Makes recommendations to the
management for appropriateness and prioritization of the solutions and subsequent projects. Participates
in major projects and working groups and provides management advice concerning enterprise-wide and
departmental business processes, development of specific policies, and proposed solutions.

Penetration Tester - Conducts remote and onsite testing of Information Technology Systems (IT) to
detect weaknesses, vulnerabilities, and compliance issues. Experienced in Network architectures,
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operating systems, application software, and cyber security tools and techniques. Hxpert in the use of
penetration testing tools, techniques, and attack vectors to be used in a sanctioned attack or intrusion for
the sole purpose of evaluating the security of an IT system and to discover weaknesses, vulnerabilities,
or compliance issues that are unknown to the system owner. Must have at least four years of practical
experience conducting penetration testing.

Video Teleconferencing Technician - Provide technical direction, assistance and customer support
installing, operating and maintaining high end Audio/Visual and Video Teleconferencing equipment.
Comprehensive, in-depth experience in system configuration and operation. Responsible for
scheduling, configuring and troubleshooting of video teleconference, multimedia presentations, and
audio teleconference.

Consultant - To be determined at the time of need.




